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OIIPEJEJIEHUSA

B HacrosimmeM 10KyMEHTE UCIIONB3YIOTCS CIEAYIONINE TEPMUHBI U UX ONPEACTICHHS.

ABTOMATH3HPOBAHHAS CHCTEMa — CHCTEMa, COCTOALIAas M3 IepcoHalla U KOMILIEeKca
CPEACTB aBTOMAaTHM3allMU €ro JeSATEIbHOCTH, pean3ylomas HHGOPMAIMOHHYIO TEXHOJIOTHUIO
BBINOJIHEHUS YCTAHOBJICHHBIX (DYHKIIMH.

AyTeHTH(UKANMSA OTHPABUTEASl AAHHBIX — TMOATBEP)KICHHE TOTO, YTO OTIPABUTEIND
IIOJyYEHHBIX JaHHBIX COOTBETCTBYET 3asBJICHHOMY.

Be3onacHOCTh NePCOHANBHBIX JAAHHBIX — COCTOSIHHE 3alUIIEHHOCTH TMEePCOHAIBHBIX
JAHHBIX,  XapaKTepU3yeMoe  CIIOCOOHOCTbIO  IOJNb30BaTeNed, TEXHUYECKUX  CPEACTB U
MH(POPMALMOHHBIX TEXHOJIOTUH 00eCcreYnTh KOH(HIESHIUATBHOCTD, IIEJIOCTHOCTh U JIOCTYIHOCTb
NIEPCOHAIbHBIX JIAHHBIX IPU UX 00paboTKe B MH(YOPMALIMOHHBIX CHCTEMaX NePCOHAIbHbBIX JAHHBIX.

BiokupoBaHne  mepCcOHANBHBIX JAAaHHBIX — BpPEMEHHOE IpeKpamieHue  coopa,
CHCTeMaTH3allii, HaKOIUIEHUs, UCIOJIb30BAHUS, PACIPOCTPAHEHUS MEPCOHAIBHBIX JaHHBIX, B TOM
quClie UX MepeladH.

Bupyc (KOMNbIOTEpHBIH, NPOrPAMMHBbIN) — HCIOJHIEMbIA NPOrPaMMHBIN KOJ WIH
MHTEPIPETUPYEMbIil HA0Op HMHCTPYKIMHA, OONQAAIONMA CBOMCTBAMH HECAHKIIMOHUPOBAHHOTO
pacrpocTpaHeHusi U camoBocnpou3sBezieHus. Co3aHHble yOJIMKaThl KOMIBIOTEPHOIO BHpYCa HE
BCErJa COBIAJAI0T C OPUTHMHAIIOM, HO COXPAHSIOT CIOCOOHOCTh K JaJIbHEHIIEMY paclpOCTPaHEHUIO
1 CaMOBOCIPOU3BEACHHUIO.

BpenonocHasi mporpamMma — [porpamma, [peJHa3HauYeHHas Ui OCYILECTBIICHUS
HECaHKI[MOHUPOBAHHOTO JIOCTyNa U (WJIM) BO3AECHUCTBUS HAa NEPCOHAJIbHBIE JAHHBIE UM PECYPChI
MH(GOPMALMOHHON CUCTEMBbI IIEPCOHATIBHBIX 1aHHbIX.

BcnomoraresibHble TeXHHYECKHE CPeICTBA M CHCTeMbl — TEXHUYECKHE CpEeACTBa U
CHCTEMBbI, HE IpeIHa3HauCHHbIe JUIA MepeAadd, oOpabOTKM M XpaHEHMs MEepPCOHAIbHBIX JaHHBIX,
YCTaHaBJIMBAaEMbI€ COBMECTHO C TEXHUUECKUMU CPEJCTBAMHU U CUCTEMAMH, ITPEIHA3HAYEHHBIMHU IS
00pabOTKH MEPCOHATBHBIX JAHHBIX WM B MOMELIEHUSAX, B KOTOPbIX YCTAHOBJIEHbI MH(POPMAIMOHHbIE
CHCTEMBI IEPCOHATILHBIX JAHHBIX.

JlocTyn B ONepaloHHYIO cpexy KOMIbIoTepa (MH(OPMAaLMOHHOH cHCTeMbl MepCOHATBHBIX
AAQHHBIX) — TIOJyYEHHE BO3MOXKHOCTH 3aITyCKa Ha BBINNOJIHEHHE IITATHBIX KOMaHJ, (DyHKIHMH, ponexyp
OIEPALIOHHON CUCTEMbI (YHUUTO)KEHUs, KOIMPOBAHUS, MEpeMELeHHs U T.I.), UCIOJIHAEMBbIX (haiinoB
MPUKJIAIHBIX IPOrPaMM.

Jloctyn k HH(pOpMAaLIK — BO3MOXKHOCTb IOTy4eHHUs HH()OPMALMK U €€ UCTIO0JIb30BaHMSL.

3ak1a04HOe YCTPOMCTBO — 3JIEMEHT CpPEICTBA CheMa HMH(OPMAlMK, CKPBITHO BHEIPSEMBIN
(3aKyIa/IbIBaEMBbIid WM BHOCHMBII) B MECTa BO3MOXKHOTO CheMa MH(popMalu (B TOM YHCIIE B OrpaXkJIeHHE,
KOHCTPYKILIMIO, 000OpyJIOBaHHE, NPEIMEThl UHTEPhEpa, TPAHCIIOPTHBIE CPEJCTBA, a TAKKE B TEXHUYECKUE
CPEJICTBA U CUCTEeMBl 00pabOTKH HH(OPMALIHN).

3ammmaemass uHdopMammsa — UHPOpMAIWS, SBILSIOIIAACS TPEIMETOM COOCTBEHHOCTH U
MOJUIeKAllasi 3alldTe B COOTBETCTBUM C TPeOOBAHMSAMHU TMPABOBBIX JOKYMEHTOB WM TPeOOBAHMSIMY,
YCTaHaBIIMBAaEMbIMU COOCTBEHHHKOM MH(OpMAIUH.

HNpentndgmkanmss — NprcBoeHHE CyObEKTaM M OOBEKTaM JIOCTyNa HACHTU(UKAaTOpa U (WIH)
CpaBHEHHE NPEIBSIBIAEMOr0 HICHTU(PUKATOPA C IEPEUHEM IPUCBOEHHBIX MAEHTU(HUKATOPOB.

HNudopMaTHBHBIA CHIHAN — 3JEKTPUYECKUE CUTHAIBI, aKyCTUYECKHE, 3JIeKTPOMArHUTHBIE U
npyrue (Qu3MuecKkue Tojsl, IO TapamerpaM KOTOpPbIX MOXKET ObITb pacKpbiTa KOH(HIACHIHAIbHAS
uH(popMalus (TepcoHaNbHbIE JaHHbIe) oOpalaTbiBacMasi B MH(OPMAIMOHHOM CHCTEME IEPCOHABHBIX
JTaHHBIX.

HNudopmanuonnas cucrema mnepcoHadbHbIX AaHHbIX (MCIIAH) — uHbopmanmoHHas
cUCTeMa, MpejacTaBistonas co00il COBOKYITHOCTh NEPCOHANBHBIX JTAHHBIX, COAEpKaIuXcs B Oaze
JaHHBIX, a TaKKe HWH(POPMALMOHHBIX TEXHOJIOTHH M TEXHHUYECKUX CPEJCTB, IO3BOJISIONINX
OCYIIECTBIATH 00pabOTKYy TakuX TEPCOHAIBHBIX JAHHBIX C HCIOJIb30BAaHUEM CPEICTB
aBTOMaTHU3alUU WK 0€3 UCTIONIb30BAHUS TAKUX CPE/ICTB.

HNudpopmaiioHHble TEXHOJIOTHHM — TIPOIIECCHI, METO/BI TOMCKa, cOOpa, XpaHeHWs, O0OpabOTKH,
NPEJOCTABNICHHS], PACPOCTpaHEHNs] MH(OPMALIMA M CIIOCOObI OCYIIECTBIEHUSI TAaKUX IPOLECCOB U
METO/JIOB.



Hcnoab30BaHue NEPCOHANBHBIX JAHHBIX — JEHCTBUs (ONepaluu) C NEepCOHATbHBIMU
JaHHBIMH, COBEpIIAEMbIC ONEPATOPOM B IENAX NPHUHATHUS PEUICHUH WJIM COBEpIICHUS HHBIX
JEeUCTBUH, MOPOKIAIOIMUX IOPUINYECKUE TOCIEACTBUS B OTHOIIEHHHM CYyOBEKTa NEpCOHAIbHBIX
JAHHBIX WM APYruX JHIl JU00 MHBIM 00pa3oM 3aTparuMBalolIMX IpaBa M CBOOOIBI CyObeKTa
[EePCOHATIBHBIX AAHHBIX UM JPYTUX JIMII.

Hcrounuk yrpo3sl Ge3onacHocTH HHGOPMALUK — CYOBEKT J0CTYIIA, MAaTePHAIbHBIN OOBEKT I
(bu3IUecKoe SBJIEHNE, SBIIAIOLIMECS IIPUUUHON BOSHUKHOBEHMSI YTPO3bl 0€3011aCHOCTH MH(OpMaIUH.

KounTtposmpyemasi 30Ha — TNpPOCTPaHCTBO (TEPPUTOPHUS, 37aHHUE, YacTh 3[aHUs, TOMEILEHHUE), B
KOTOPOM HCKIIFOUEHO HEKOHTPOJIMpYyeMOe IpeOblBaHUE I[TOCTOPOHHMX JIMI, a TaKkKe TPaHCIOPTHBIX,
TEXHUYECKHUX U MHBIX MATEPUAIBHBIX CPEICTB.

KonduaeHmaIbHOCTh NepCOHATBHBIX JaHHBIX — 00s13aTeIbHOE VISl COOMIOIEHHS OIEpaTOpoOM
WM WHBIM TOJYYMBIIMM JIOCTYII K TEPCOHATBHBIM J[AHHBIM JIMIIOM TpeOOBaHWE HE MIOIMYCKaTh HX
pacripocTpaHeHue 0e3 comlacusi CyObeKTa HNEPCOHANBHBIX JAHHBIX WIM HAIMYMS HMHOTO 3aKOHHOTO
OCHOBAHMI.

MeskceTeBoil 3KpaH — JIOKaIbHOE (OJHOKOMIIOHEHTHOE) WM (DYHKLIMOHAJIBHO-PACIIPEETICHHOE
MPOrpamMMHOE (IIPOrPaMMHO-AITIAPATHOE) CPEICTBO (KOMILIEKC), peaT3yroliee KOHTPOITb 3a MH(OpMAIHeH,
HOCTYHAOIEH B HMH(OPMALMOHHYIO CHCTEMY HEPCOHAIBHBIX JAHHBIX M (WIM) BBIXOIAIIEH U3
MH(OPMALMOHHOM CUCTEMBI.

Hapyummrens 0e30nacHOCTH TEPCOHAJIBHBIX JIAHHBIX — (PU3MYECKOe IO, CIyYalHO WU
NPEHAMEPEHHO COBEPIIAIOLIEE JEHCTBUSL, CIIEACTBUEM KOTOPBIX SIBIIETCS HapylleHHe Oe30MacHOCTU
TIEPCOHATBHBIX JTAHHBIX TMPH X 00pabOTKe TEXHMYECKUMH CPEICTBaMU B MH(OPMAIMOHHBIX CHCTEMax
NIEPCOHAJIbHBIX JITAHHBIX.

HeaBromaTu3upoBaHHasi  00padoTKa  MepPCOHAJIBbHBIX  JaHHBIX —  00paboTka
NEPCOHAIBHBIX JAHHBIX, COAEPXKAIIMXCSH B MHPOPMALMOHHOW CHUCTEME NEPCOHAIbHBIX JAHHBIX
1100 M3BJICYCHHBIX U3 TAKOW CHUCTEMBI, CYMTACTCS OCYIIECTBICHHOW O€3 MCIOIh30BAHUS CPEICTB
aBTOMaTHU3alMy (HEaBTOMATU3UPOBAHHOMN), €CIM TaKUe JeHCTBUS C NEPCOHATIbHBIMH JIaHHBIMH, KaK
WCTIOJBb30BaHNE, YTOYHEHHE, pACIpPOCTPAHEHUE, YHHUYTOKCHHE MEPCOHAIBHBIX JaHHBIX B
OTHOLICHUM K@KIOrO0 U3 CYOBEKTOB IEPCOHAIBHBIX JAHHBIX, OCYLIECTBISIOTCS  IpHU
HENOCPEACTBEHHOM YYacCTHH YE€JIOBEKaA.

HenexsiapupoBaHHble  BO3MOKHOCTH —  (DYHKUMOHAQJIbHBIE  BO3MOXKHOCTU  CPEJICTB
BBIUHCIMTEIILHON TEXHUKY, HE OIMMCAHHBIC WM HE COOTBETCTBYIOIIME OMMCAHHBIM B JOKYMEHTAIIUH, TIPU
UCHOJIb30BaHUM KOTOPBIX BO3MOYKHO HapyllIeHUE KOH(HIEHIMAIBHOCTH, JOCTYITHOCTH WIN LEJIOCTHOCTH
00pabatbIBaeMOi HHpOpMaIUH.

HecaHKIMOHMPOBAHHBII 10CTYN (HECAHKIIMOHMPOBAHHBIE AefiCTBHSI) — JI0CTYN K MH(OpMAIH
WM JedcTBUs ¢ MH(pOpMalMel, Hapylaionme IMpaBuia pa3srpaHUueHUs] JOCTYNa C HCHOJIb30BAHHEM
LITaTHBIX CPEJICTB, MPEAOCTABIISIEMBIX HH(POPMALIMOHHBIMU CHCTEMaMU EPCOHATbHBIX JAHHBIX.

Hocurens wunpopmanym — Qusnueckoe MO0 WIM MaTepUATbHBIA OOBEKT, B TOM YHCIIE
¢du3ryeckoe 1nose, B KOTOpoM MH(OpMALWs HAXOUT CBOE OTPA’KEHHE B BUIE CUMBOJIOB, 00pa30B, CUTHAJIOB,
TEXHIYECKHX PEICHH U TIPOLIECCOB, KOIMIECTBEHHBIX XaPAKTEPUCTHK (PU3MUECKIX BEINYHH.

O0e31MuMBaHMe NEPCOHAJIbHBIX JAHHBIX — JEHCTBUSA, B pe3ylbTaTe KOTOPBIX
HEBO3MOXKHO OIPENIENIUTh TPUHAICKHOCTh TEPCOHANBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY
NEPCOHAIBHBIX JAHHBIX.

O0paloTka nepcoHAJbHBIX JAAHHBIX — JEHCTBHA (Omepalyu) ¢ MEePCOHATbHBIMU JAHHBIMU,
BKJIFOYast CcOOp, CUCTEMaTU3allMio, HAKOIUIEHWE, XpaHEeHHe, YTOuHEeHHEe (OOHOBIIEHHE, H3MEHEHME),
WCIIONIb30BAaHKE, pacrlpocTpaHeHne (B TOM 4HCIE TMepenady), OOe3M4uBaHHe, OJIOKMpPOBAHUE,
YHUUTOXKEHHE MEPCOHATIBHBIX TAHHBIX.

OOmenocTynHble  NMEpPCOHANBbHBbIC  JIaHHbIC — [EPCOHAJbHBIE  JaHHbIE, JOCTYI
HEOIPAaHMYEHHOT'0 Kpyra JHUI[ K KOTOPbIM IPEIOCTaBJIEH C COIJIacHs CyObeKTa MepCOHAJIbHBIX
JaHHBIX WJIA Ha KOTOpPhIE B COOTBETCTBHU C (elepalbHBIMH 3aKOHAMH HE PaCIpOCTpaHIETCS
TpeboBaHue cOOIIOACHUS KOH(PUICHIIUATBHOCTH.

Omneparop (nmepcoOHAJBHBIX JAAHHBIX) — TOCYJAPCTBEHHBIM OpraH, MYHWIMITAIBHBIA Opras,
IOpUIMYECKOe WM  (PU3UYECKOe JIMIO, OpraHu3yiomiee U (WIM) OCYIIECTBIISIOIEE 00paboTKy
MIEPCOHATIBHBIX JIAHHBIX, @ TAKXKE OINpPEACNSIONIME LEeIM U CoAepKaHHe OOpadOTKH MEepCOHANbHBIX
JTAHHBIX.



IlepexBat (MH(pOpMAaLMK) — HETPABOMEPHOE MOJydYeHUE WH(POPMAIUK C MCIOJIb30BAaHUEM
TEXHUYECKOTO CPEJCTBA, OCYUIECTBIISIONIEI0 OOHApYKEHHE, TPHEeM B 00paboTKy MH(OPMATUBHBIX
CUTHAJIOB.

IlepconajbHble AaHHBIE — Jt00ast WH(pOpPMALUS, OTHOCSIIASCS K OMNPENEICHHOMY WU
OIpeieNIIEMOMY Ha OCHOBAaHUM Takoi HMH(OpManuu (U3NIECKOMY JIUIY (CyOBEKTY MEepCOHATBHBIX
JAHHBIX ), B TOM YHCJE ero (GaMIIus, UMs, OTYECTBO, IO, MECALl, JaTa ¥ MECTO POXKIEHUS, ajpec,
ceMeifHoe, colMaabHOe, UMYILECTBEHHOE MOJI0XKEHHE, o0pa3oBaHue, npodeccus, T0XOAbl, Apyras
uHpOpMaLHsL.

[To0ouHbIe 31eKTPOMArHUTHBIE U3JTyYeHUs] U HABOJAKH — 3JIEKTPOMArHUTHBIE U3TyYCHHUS
TEXHUYECKUX CpeACTB 00paboTku 3amuniaeMold HH(pOpMaIyy, BO3HUKAIOLIME KakK MOO0OYHOE
SIBJICHUE U BBI3BAHHBIC DSJICKTPUUECKUMHU CHUTHAJIAMHU, JEHCTBYIOIIMMU B HX JJIEKTPUUYECKUX U
MarHUTHBIX HEMIX, a TaKKe DJEKTPOMArHUTHHIE HABOJKH STHX CHUTHAJIOB HAa TOKOIPOBOJALINE
JUHUH, KOHCTPYKIIMH U LIETH MUTAHUSI.

[oauTkKa  «YUCTOTO  CTOJA» — KOMIUIEKC  OpPraHU3alMOHHBIX  MEPOIPHITHH,
KOHTPOJHMPYIOIIUX OTCYTCTBHE 3alUCBhIBAHUA HAa OyMa)KHbIE HOCHUTENM KIIO4Yed U aTpuOyTOB
nocryma (maposieii) ¥ XpaHeHus UX BOIU3U 00BEKTOB JIOCTYIIA.

[Hoab3oBaTesb HMHGPOPMANMUOHHOM CHCTeMbl MEPCOHAJBHBIX JAHHBIX — JIMIIO,
ydacTBymomee B (yHKIIMOHUPOBAHUM WHGOPMAIIMOHHOM CHCTEMbI NEPCOHAIBHBIX JAHHBIX WM
UCTIOJB3YIOUIee PEe3yIbTATHI €€ (PYHKIMOHUPOBAHHUSL.

IIpaBuia pasrpaHuYeHHsi JOCTYNA — COBOKYITHOCTh MPABHII, PETIIAMEHTUPYIOIIUX IpaBa
JOCTYyIa CYOBEKTOB JIO0CTyNa K 00beKTaM J0CTyIa.

IIporpamMmuasi 3aKjiagka — KoJ IPOrpamMMbl, IPETHAMEPEHHO BHECEHHBIN B MPOTrpamMmy C
[ENBI0 OCYIIECTBUTh YTEUKY, HW3MEHUTh, OJOKHPOBATh, YHHUYTOXHUTH HWH(POPMALHUIO WIH
YHUUYTOXKUTh M MOAM(PHUIMPOBATH MPOTpaMMHOE oOecrieueHue HH(POPMAIIMOHHOM CHUCTEMBI
MIEPCOHANBHBIX JAHHBIX U (WJIM) OJIOKUPOBATH aNllapaTHbIE CPE/ICTBA.

IIporpamMmmHoe (MporpaMMHO-MAaTeMaTH4YeCKOe) BO3/eiicTBHEe — HECAaHKIIMOHUPOBAHHOE
BO3JICHICTBUE HA PECYpChbl aBTOMATU3MPOBAaHHONW MH(POPMAIMOHHON CHCTEMBI, OCYIIECTBISIEMOE C
UCIOJIb30BaHUEM BPEIOHOCHBIX MPOTrPaMM.

PackpbiTHe NEpPCOHAJIBHBIX [aHHBIX — YMBIIIICHHOE WIH CIlydailHOE HapylIeHue
KOH(UIEHIINATEHOCTH NIEPCOHAIBHBIX JTaHHBIX.

PacnpocTtpaHeHue NepcOHAJTbHBIX JAHHBIX — JCHCTBUS, HANpPaBICHHbIE Ha Iepenady
MEPCOHANBHBIX JIAHHBIX OINpeAeNIEHHOMY Kpyry null (mepefada MepcOHaIbHBIX JAHHBIX) WIM Ha
O3HAaKOMJIEHHE C TEepCOHANbHBIMM JAHHBIMA HEOTPAHMYEHHOTO Kpyra JHI, B TOM 4HCIIe
0o0Hapo/I0OBaHNE MEPCOHATIBHBIX JAaHHBIX B CPEJICTBaX MAacCOBOM HH(OpMaluu, pa3MelleHHEe B
MH(POPMAIIMOHHO-TEJIEKOMMYHUKAITMOHHBIX CETSIX WM MPEAOCTaBICHHE JOCTYIA K MePCOHATEHBIM
JAHHBIM KaKMM-JTM0O0 UHBIM CIIOCOOOM.

Pecypc mH(pOpMaUMOHHOI CHCTeMbl — IMEHOBAHHBIN AJIEMEHT CUCTEMHOIO, MPHUKJIIATHOTO
WIN annapaTHoro odecneueHus pyHKIMOHUPOBAHUS HH(POPMAIIMOHHON CUCTEMBI.

CneunuajbHble KaTeropuMm TMEPCOHAJIBHBIX [aHHBIX — TIEPCOHANBHBIC JIaHHBIC,
Kacaroluecs: pacoBOM, HAIMOHAIBHOM MPUHAIIEKHOCTH, MOJIUTUYECKUX B3IIIS/I0B, PETUTHO3HBIX
i punocodckux yoeKIeHUH, COCTOSHUS 37I0POBbS U MHTUMHOM JKU3HU CYyOBEKTa TIEPCOHAIBHBIX
JTAHHBIX.

CpecTBa BHIMHCIHTETHHOI TEXHUKH — COBOKYITHOCTH IPOTPAMMHBIX U TEXHUUECKHX JIEMEHTOB
cucTeM 00OpabOTKU JJaHHBIX, CHOCOOHBIX (DYHKIMOHHUPOBATH CAMOCTOSITEIbHO WIJIM B COCTaBe APYIHX
CHCTEM.

Cy0bekT mocryna (Cy0beKT)— JIMLIO WIM IPOLECC, JEUCTBHS KOTOPOIO PENIAMEHTHPYIOTCS
MpaBWJIaMU pa3rpaHUYEHUs JOCTYTIA.

TexHuyeckuii KaHaJI yTe4KH HH(OPMALUHU — COBOKYITHOCTh HOCUTENS MH(OPMAIMH (CPEICTBA
00paboTKH), (H3UIECKON Cpebl PacipocTpaHeHuss WH()POPMATUBHOTO CHUTHAJIA W CPEICTB, KOTOPHIMHU
noOBIBaeTCs 3auinaemMas nHpopmarus.

TexHnueckue cpeacrsa MH(POPMALMOHHOM CHCTEMbI NMEPCOHAIBHBIX JAHHBIX — CpEICTBA
BBIUHMCITUTENBHON TEXHUKHU, MH(POPMAIIMOHHO-BBIYUCIUTEIbHBIE KOMIUIEKCHI U CETH, CPEJICTBA U CHCTEMBI
nepeqayd, mpueMa u  oOpabotku II/[H  (cpeactBa ©  CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOM3BE/IEHHs, IIEPETOBOPHBIE M  TEJIEBU3HOHHBIE YCTPOMCTBA, CPEACTBA M3TOTOBIIECHMS,



TUPKUPOBAHUS TIOKYMEHTOB U JIPYre TEXHUIECKUE CPEeNICTBA 00pabOTKH peueBoi, rpadudeckoi, BUIEO-
OyKBEHHO-TIU(POBOM MH(POPMAIIMK), TPOrpaMMHBIE CpelcTBa (OMEPAlMOHHBIE CHUCTEMBI, CHCTEMBI
yIpaBjieHus1 0a3aMul JaHHBIX U T.I1.), CPEICTBA 3alUTHI MHPOPMAIMH, IPUMEHSIEMbIE B HH(POPMAITMOHHBIX
CHUCTEMAX.

TpancrpannyHasi nepeaya NepcoHAIbHBIX JaHHBIX — IIepe/ada MepcoHaIbHBIX JaHHBIX
onepatopoM 4yepe3 I[ocymapctBeHHyro rpanuny Poccuiickon ®enepauuu oOpraHy BJIacTH
MHOCTPAHHOTO rOCyIapCcTBa, PU3NYECKOMY WU IOPUANYECKOMY JIHIy HHOCTPAHHOT'O TOCY1apCTBa.

Yrpo3sl 0€30MaCHOCTH TEPCOHAJIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHM U (aKTOPOB,
CO3JIAIOIIMX OIMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHMCJIE CIy4allHOro, JIOCTYyMa K IMepCOHATbHBIM
JIaHHBIM, PE3YJIbTaTOM KOTOPOrO MOMKET CTaTh YHHYTOXKEHHE, M3MEHEHHE, OJOKMpPOBAHUE, KOIMMPOBAHHE,
PacrpoCTpaHEeHHE TEPCOHATIbHBIX JAHHBIX, @ TaKKe HMHBIX HECAHKIIMOHWPOBAHHBIX JICUCTBUN TPU HUX
00paboTKe B MHPOPMAIMOHHOM CUCTEME MEPCOHATTBHBIX TAHHBIX.

YHUYTOKeHHE NEePCOHATbHBIX JAHHBIX — JCHCTBUS, B pE3yJabTare KOTOPBIX HEBO3MOXKHO
BOCCTaHOBHUTB COJICPYKAHNE TIEPCOHATBHBIX JIAHHBIX B MH()OPMAIMOHHOW CHUCTEME MEPCOHATBHBIX JTAHHBIX
WM B pe3yJIbTaTe KOTOPbIX YHUUYTOKAIOTCS. MaTepraibHble HOCUTEIH IEPCOHANbHBIX TAHHBIX.

Vreuka (Zanmiaemoi) uMH(pOpPMAUMH MO TEXHUMYECKHM KAHAJAM — HEKOHTPOIMPYEMOE
pacripoctpanenie MHGOpMAIMK OT HOCHUTENS 3allMiliaeMol MH(pOpMaIMU 4yepe3 (PU3HUUECKYI0 cpemy 10
TEXHUUYECKOTO CPEJICTBA, OCYILIECTRIISIOIIETO [TepexBaT HH(GOpMaLIUU.

Ysa3BuMocTb — €11a00CTh B CPEACTBAX 3aLUTHI, KOTOPYIO MOXKHO MCIOJIB30BaTh ISl HAPYLLIEHUS
CHCTEMBI WU cozieprKarieiics: B Heit MH(opMaLii.

HenoctHocTs  HMHGpOPMAIMU —  CIOCOOHOCTH ~ CPENICTBA  BBIYMCIIUTEIILHOM TEXHUKH WA
ABTOMATHU3MPOBAHHON CHCTEMBI 00ECTICYNBATh HEM3MEHHOCTh MH(OPMAIMY B YCJIOBUSIX CITy4altHOTO W/UIH
MPEIHAMEPEHHOTO NCKKEHUS (pa3pyILLEHHUs ).



OBO3HAYEHUSA U COKPAILLIEHUSA

ABC — aHTUBHpYCHBIE CpEACTBA

APM — aBroMaTH3MpoBaHHOE paboyee MecTo

BTCC — BcnoMoraresbHble TEXHUYECKUE CPECTBA U CUCTEMBI
NCI1/IH — nadopMarmoHHast CUCTeMa IePCOHATTBHBIX JaHHBIX
K3 — xontponupyemas 30Ha

JIBC — nokanbHast BBIMMCIUTENbHAS CETh

MD — mexkceTeBoi 3KpaH

HC/] — HecaHKIIMOHMPOBAHHBIA JOCTYIT

OC — oneparmoHHas cucrema

OV — 00pa3oBaTebHOE YUPEIKICHHE

IT/1H — nepcoHaIbHbIE JaHHBIE

[IMB — nporpaMMHO-MaTeMaTUYECKOE BO3ACHCTBHE

I1O — mporpaMMHOe obecrieueHne

ITOMHH — noGo4HbIe ATIEKTPOMArHUTHBIE M3TYUSHUS M HABOIKU
CA3 — cucrtema aHanu3a 3alUIIEHHOCTH

C3MU — cpencrsa 3ammThl HHGOpMAITUN

C3I1/Ix — cuctema (rmoacucTeMa) 3alUuThl TEPCOHATBHBIX JaHHBIX
COB — cuctema 00HapyKeHUsI BTOPKEHUIN

TKYU — Texnndeckue KaHabl yTeUKd UHOpMAIN

VYBIT/IH — yrpo3s! 6€30IacHOCTH ITEPCOHATBHBIX TAHHBIX

AUDB — AnmuarcTparop HHPOPMAIMOHHON O€30ITaCHOCTH



BBEJIEHUE
Hacrosimas [Tonutuka uapopmannonnoii 6e3onacHoctu (nanee — [lonuTuka)

MYHHITUIIAJILHOTO 00I1e00pa30BaTeIbHOTO YUPESKACHHUS CpeaHel oO0meo0pa3oBaTeTbHON
mkosie Ned (nanee - OV) siBnsiercss opUIMaIbHBIM — TOKYMEHTOM.

[TonuTuka pa3paboTraHa B COOTBETCTBUU C LENISIMHU, 33Jja4aMi M MPUHIIUIIAMU OOecTieueHus
0€30MaCHOCTH  TEepPCOHAIBHBIX JaHHBIX, W3MOXKEHHBIX B KoHmenuuun wuHGOOpMAIIMOHHON
oe3omacHoctu UCII I OVY.

[Tonutuka paspaboTaHa B COOTBETCTBUU ¢ TpeboBaHmsiMu DenepanbHOro 3akoHa OT 27
urosg 2006 1. Ne 152-03 «O mepconanbHbIX HaHHBIX» U [locTtanoBnenus [IpaButenbctBa PO ot
01.11.2012 No 1119
"O6 yTBepkIeHUM TpeOOBaHMN K 3allUTEe MEPCOHANBHBIX JaHHBIX IPU HX 0O0padoTKe B
MH(GOPMAIIMOHHBIX CHUCTeMax TepcoHanbHbIX AaHHbBIX", IloctanoBnenusi IlpaBurenncTBa
Poccuiickoit @enepanun ot 26 mapta 2016 r. N 236 "O TpeOoBaHUAX K IMPEIOCTABICHHUIO B
ANIEKTPOHHOU (hOpMe rOCYJapPCTBEHHBIX U MYHHIIMIAIBHBIX YCIYT" Ha OCHOBAHUU:

- «Pexomenganuii mo obOecneueHHI0 O€30MAaCHOCTH TEPCOHANBHBIX JAaHHBIX TIPH HX
o0paboTke B  HMH(MOPMAIMOHHBIX CHCTEMaxX IEPCOHAJIBHBIX JIAHHBIX», YTBEP)KACHHBIX
3amecturenem aupekropa @CTIK Poccun ot 15.02.2008 r.;

- «TunoBpIx TpeOOBaHMU IO OpraHu3alud U OOecHedyeHU0 (PYHKIMOHUPOBAHUSA
mUPPOBaATHHBIX (KpUITOrpaduUIeCcKUuX) CPEACTB, MPeTHA3HAYCHHBIX IS 3aIUTH HH(OPMAIIUU, HE
coJieprKalleil cBeIeHNi, COCTaBISIONINX IOCYAAPCTBEHHYIO TallHy B CIy4ae UX MCIIOJIb30BAHMS TS
obecrniedueHrss OC30MACHOCTH IEPCOHANTBHBIX JAaHHBIX TPU MX 00paboTke B HH(POPMAIIMOHHBIX
CUCTEMax MEepCOHAIBbHBIX JaHHBIX», YTBEpXkIEHHbIX pykoBoAacTBOoM & ILlentpa ®CH Poccun
21.02.2008 r. Ne 149/6/6-662.

B TIlonutuke ompexneneHsl TpebOBaHUS K IEpCOHANy, 3a/J€MCTBOBAHHOMY B paboTe C
HUCIIJn OV, creneHb OTBETCTBEHHOCTH II€PCOHANA, CTPYKTypa U HEOOXOIUMBIH YpPOBEHb
3alUIIEHHOCTH, CTaTyC M JOJDKHOCTHBIE OOSI3aHHOCTH COTPYIHUKOB, OTBETCTBEHHBIX 32
obecniedenune 6e3omacHocTH nepcoHanbHbIX nanubix B UCITOa OV.

1. O0uue mos10:xkeHUs

Lennto HacTosmel [loauTuky sBseTcs odecnedeHrue 0e30IacHOCTH 00bEKTOB 3aIuThl OY
OT BCEX BHUJOB YIpo3, BHEIIHUX U BHYTPEHHUX, YMBIIUIEHHBIX U HeEMNpeIHAMEPEHHBIX,
MUHUMU3aLUA yiep0a oT BO3MOXKHON peanuzanuu yrpo3 6ezonacuoctu [1/{n (YBITIH).

bezonacHocTh MEePCOHAIIbHBIX JTAHHBIX JIOCTUTAETCS myTeM HCKITFOUCHHS
HECaHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIy4alHOro, JOCTyHa K MEepCOHAIbHBIM JaHHBIM,
pe3yabTaTOM KOTOPOTO MOKET CTaTh YHMUTOXXCHHE, M3MEHEHHE, OJIOKMpOBaHWE, KOIHMPOBAHUE,
pacnpocTpaHEHHE EPCOHANIBHBIX TAHHBIX, 4 TAK)KE UHBIX HECAHKIIMOHUPOBAHHBIX JE€HCTBUM.

Nudopmanus u cBI3aHHBIE ¢ HEH PECYPCHI JOJKHBI OBITh JOCTYITHBI ISl aBTOPU30BAHHBIX
nosib3oBareneil. JIomKHO OCyIIeCTBISTHCS CBOEBpPEMEHHOE OOHApY)KEHHWE U pearpoBaHUE Ha
YBIT/H.

JIOJKHO OCYIIECTBIATHCS MPEAOTBPALICHUE TPEAHAMEPEHHBIX WU CIyYalHbIX, YACTHUHBIX
WJTU TIOJTHBIX HECAHKITMOHUPOBAHHBIX MOIU(DUKAIINNA UITH YHUUTOXKEHUS JTAaHHBIX.

CocTaB 00BEKTOB 3aIIUTHI IPEACTABIEH B MEPEUHE 3alUaeMOi HH(POPMAIIUH.

2. ObsacTp AericTBus

TpeboBanust Hactosmeil IlonuTukM pacopoCTpaHAIOTCST Ha BCeX COTpyAHUKOB OV
(IITaTHBIX, BPEMEHHBIX, pabOTAIOIMX IO KOHTPAKTy W T.N.), @ TaKKe BCEX MNPOYMX JIUI[ —
MIPEACTABUTENEN OpraHu3alui, KOTOpPbIE HAXOJATCA B JOTOBOPHBIX OTHomeHusAx c¢ OV
(mOapAIYNKY, AyAUTOPHI U T.I1.).

3. CucreMa 3alIMThI NEPCOHATbHBIX JaHHBIX

Cucrema 3amuthl nepcoHanbHbIX JaHHbIX (C3I1IH) cTpouTCst HA OCHOBAaHUU:

- OTueta o0 pe3yinbTaTax MpPOBENCHUS BHYTpEHHEH MpoBepku (pa3pabarbiBaeTcs
WHMBUIYAIBHO [ 00pa30BaTEIbHOTO YUPEKACHNUS);

- Ilepeuns 3amuiaemoi nHGOpMaLnu;

- Mogenu yrpo3 6€301macHOCTH NePCOHAIBHBIX JaHHBIX (pa3pabaThIBaeTcsl WHIUBUIYaTbHO
11 00pa30BaTENbHOTO YUPEXKICHHS);
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- IlonosxeHus 0 pa3rpaHMYEHUH MpPaB J0CTyNa K 00padaTbiBaeMbIM MTEPCOHATBHBIM JTaHHBIM
(PazpemuTenbHas cuctema 10CTyna K NEpCOHAIBHBIM JIaHHBIM);

- PykoBogsamux nokymentoB @CTOK u ®Cb Poccun.

Ha ocHOBaHMU 3THUX JAOKYMEHTOB OIpeAessieTcsi HeOOXOIUMBIM YpOBEHb 3alUIIEHHOCTH
IT11n xaxnon UCII[In OY. Ha ocHOBaHMM aHa/lM3a aKTyalbHBIX yrpo3 6e3onacuoctu [1/1H,
onucaHHoro B Mogenun yrpo3 m Otdera O pe3yiapTarax MPOBENCHUS BHYTPEHHEH IPOBEPKH,
JIeNlaeTCsl  3aKJIIOYeHHE O HEOOXOJUMOCTH  HWCIOJB30BAHHMS  TEXHHYECKHUX  CPEACTB H
OpraHM3allMOHHBIX ~ MeponpusiTuil s obOecneuenus Oe3omacHoctu [1/ln.  BpiOpanubie
HE0OXOTUMBIC MEPOIIPHUATHS OTpaXKaroTcs B [11aHe MeponpusaTHii o obecrieueHuto 3anmThl [1/[H.

Hnsa kaxmort MCII[IH momkeH OBITH COCTaBJIE€H CIHMCOK HCIONIB3YEMBIX TEXHHUYECKUX
CPEJICTB 3alUTHI, @ TAKXKE MPOTPaMMHOT0 oOecrieueHus1, yuacTByroriero B oopadotke [1/lH Ha Bcex
anemenTax UCII/H:

- APM nonp3oBarenei.

- CepBepa npuIOKeHUH.

- CYB/.

- I'panuus JIBC.

- Kanansl nepenaun B ceTu OOIIETo MOJIb30BAaHUS U (MJIM) MEXIYHAPOJHOTO OOMEHa, eCIH
1o HuM nepenparorcs 11/1H.

B 3aBucumoctu ot ypoBHs 3amuineHHocTH MCII[IH u aktyansHbix yrpo3, C3I1/In moxer
BKJIKOYATh CIIEYIOLIME TEXHUYECKUE CPEICTBA:

- QHTUBUPYCHBIE CPEJCTBA [yl pabOUYMX CTAaHLUH M0JIb30BaTeNe U CEpBEPOB;

- CPEICTBAa MEXKCETEBOI0 YKPaHUPOBAHMS;

- cpencTBa KpuUNTOrpaduueckoi 3amuThl HH(pOpMAIMM, NpU Mepeaade 3aniuinacMoin
uH(pOpMalLMU 10 KaHaJlaM CBSA3H.

Taxoke B CTUCOK JTOJKHBI OBITh BKJIIOUEHBI (DYHKIIMU 3aLIUTHI, 00eCIIeunBaeMble IITATHBIMU
cpeactBamu obpabotku I1/[H omepannoHHbBIMM cucTeMaMmu, npukiaaaneiM [10 u cneunanbHbEIMU
KOMIUIEKCaMH, peaJIN3yIOLUMU CpeACcTBa 3alUThl. CIIMCOK (PYHKIMN 3a1UTHI MOKET BKJIIOYATh:

- YIIpaBJICHHE U pa3rpaHUYEHUE JOCTYIA II0JIb30BaTENIEH;

- PeTHCTpAIUIO M YUeT OeHCTBUI ¢ MH(OpMAIHEH;

- o0ecrneueHue EeJIOCTHOCTH JaHHbIX;

- OOHapyXeHHEe BTOPIKEHUI.

CnHcok HMCHONB3yeMBbIX TEXHMUYECKHX CpEACTB oTpaxaerca B Ilmane meponpusithii 1o
00€eCIeYeHNI0 3alUThl TEePCOHATBHBIX JaHHbIX. CHUCOK HCIOJIB3YEMBIX CPEICTB JIOJIKEH
MOJIEPKUBATECS B AKTyaJbHOM COCTOSHUM. [Ipn M3MeHeHHMnm cocTaBa TEXHUYECKHX CPENCTB
3amuThl niK 3nemeHToB UCIIJIH, cooTBETCTBYIOIINE U3MEHEHUS JOKHBI ObITh BHECEHBI B CIIHCOK
U yTBepXk/1eHbl AupekTopoM OV miM 1u1oM, OTBETCTBEHHBIM 3a o0ecrieuenue 3amutsl [1/1H.

4. TpeooBanus k noacucremam C3I1/In

C3I1/1H BKiIrOYaeT B ce0s CIeaYyIOINE OICUCTEMBI:

- YIpaBJICHUS JOCTYIIOM, PETUCTPALIUU U YUETa;

- obecreveHus 1eJTOCTHOCTH U JOCTYITHOCTH;

AQHTUBUPYCHOM 3aLUTHI;
- MEXCETEBOT'0 SKPAHUPOBAHMS;

- aHaJIM3a 3alIMILEHHOCTH;
- 00HapyXeHHUs BTOP)KEHUH;
KpUNTOrpaduyeckoi 3aIuThl.

[Toncucremsr C3I1/IH umeroT pa3innuHyio (YHKIHOHAJIBHOCTh B 3aBHCHUMOCTH OT KJlacca
UCIIH, ompeneneHHOro B AKTe Kiaccu(UKaUM MHMOPMALMOHHOW CHCTEMBI MEPCOHATIBHBIX
naHHbIX. Criucok cootrBeTcTBUA PyHKIMi nmoacucrem C3I1/{H kmaccy 3amuieHHOCTH TPEICTaBIICH
B [Ipunoxxenun 1.

4.1.  Iloocucmemsl ynpagienus 00CmMynom, pecucmpayuu u yuema

Iloagcucrema ynpasiieHHs TOCTYIIOM, PETUCTPALIUU U y4eTa IpeJHa3HauYeHa Ul pealn3aluu
crenyromux GyHKITAN:
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- uAeHTU(UKAIIMY U TIPOBEPKH MOUTMHHOCTH CYObEeKTOB AocTyna npu Bxoje B UCIIH;

- WIeHTU(UKAMY TEPMHHAJIOB, Y3JIOB CETH, KAaHAJOB CBSI3M, BHEUIHMX YCTPOWCTB IO
JIOTUYECKUM UMEHAM;

- uAeHTU(UKAIIMU TIpOrpaMM, TOMOB, KaTajoroB, (aiyioB, 3amuceil, MoJield 3amucel 1o
MMEHaM;

- peructpanuu Bxoja (BbIXOAa) CYOBEKTOB JOCTyHma B cCHCTeMy (U3 CHCTEMBI), ITHOO
PErucTpalyy 3arpy3K1 1 HTHULUAIN3aUUN ONIEPALIMOHHON CUCTEMBI U €€ OCTAHOBA.

- pPerucTpanuu IOMbBITOK JOCTyNa IPOrPaMMHBIX CPEICTB (Iporpamm, MpOLECCOB, 3ajad,
3aJJaHMil) K 3aIIUIIaeMbIM (aiinam;

- perucTpauuu MOMBITOK JTOCTYNAa IPOrPAMMHBIX CPEJICTB K TEPMHHAIAM, KaHalaMm CBS3H,
porpamMmam, ToMam, Katajioram, (haiinam, 3anucsaM, MOJIsIM 3arucei.

[Toncucrema ympaBieHUs TOCTYNIOM MOXET OBITh peal30BaHa C IMOMOIIBI0 IITATHBIX
cpenctB oopadorku I1JIH (omepamuonHbIX cucteM, npunoxeHuit 1 CYBJl). Takxe MoxeT ObITh
BHEJIPEHO CHELUAIbHOE TEXHUYECKOE CPEACTBO WM HX KOMIUIEKC, OCYILECTBIIIOIINI
JOTIOJTHUTEIBHBIE MEpPbI M0 ayTeHTH(HKAIMKA W KOHTpoiro. Hampumep, mpuUMEeHEHHE €IMHBIX
XpaHWIHIL YYETHBIX 3aluced MOJb30BaTesied M PErucTpalioHHON HMH(OpMAalUU, UCIOIb30BaHHE
OMOMETPHUECKUX M TEXHUYECKUX (C TIOMOIIBIO JIEKTPOHHBIX MPOMYCKOB) MEP ayTCHTU(DUKAIUN U
IPYTrHUX.

4.2. Iloocucmema obecneuenus yeaocmHocmu u 0OCHynHOCmuU

[Toncucrema obecrieueHus: EIOCTHOCTU U JIOCTYIHOCTH MpeIHa3HayeHa Ui o0ecrieueHus
uenoctHocty U pocrynHoctu [1/1H, mporpammusix U annapatHeix cpeacts UCIIn OV, a Takxke
CPEICTB 3alIUTHI MPU CIyYalHON WM HAMEPEHHOU MOAU(PHUKAIIUH.

[Toncucrema peanusyercs C IOMOIIBIO OpPraHU3alUMU  PE3EPBHOIO  KOIHPOBAHUS
o0OpabaThIBaeMbIX TAHHBIX, a TAKXKE pe3epBUPOBaHUEM KITtoueBbIX dneMeHToB MCII/H.

4.3. Ioocucmema anmueupycHoli 3auiumol

[Toncucrema aHTHBUPYCHOW 3alllMTHl TNpeAHA3HAu€Ha AJid OOecleyeHHs aHTUBUPYCHOM
3amuThl cepBepoB u APM nonws3zoBareneit UCIIu OV.

CpenctBa aHTUBHUPYCHOM 3aIIUTHI IPEAHA3HAUCHBI [Tl pEaIU3aliK CIASAYIOMUX (PYHKIIUN:

- PE3UCHTHBIN AHTUBUPYCHBII MOHUTOPHHT;

- aHTUBUPYCHOE CKaHUPOBAHUE;

- CKpHUNT-O0JIOKUPOBAHME;

- IIEHTPaJM30BaHHAas/yIaleHHas YCTaHOBKA/JAEUHCTAJUIALUSA AHTUBUPYCHOTO IPOAYKTa,
HACTpOIKa, aMUHUCTPUPOBAHUE, IPOCMOTP OTUETOB U CTATHUCTHUYECKON MH(pOpManuu 1no padote
TPOJYKTa;

- aBTOMAaTU3HPOBAHHOE OOHOBJIEHNE aHTUBUPYCHBIX 0a3;

- OrpaHUYEHHE TpPaB IOJb30BATENsl Ha OCTAHOBKY HCIIOJIHAEMBIX 33/Ja4 U H3MEHEHHE
HACTPOEK aHTUBHPYCHOT'O MIPOrPaMMHOT0 00ecreueHus;

- aBTOMAaTUYECKHUH 3aIlyCK cpa3y MOCIEe 3arpy3Ku ONepariOHHON CHCTEMBI.

[Toncucrema peanusyercst IyTeM BHEJPEHUS CIELUAIBHOTO aHTUBUPYCHOTO MPOrPaMMHOTO
obecrnieuenus Ha Bce nemenTsl UCIT/IH.

4.4. Ioocucmema merxccemesozo IKPAHUPOBAHUSA

[Toncucrema MeXcCeTeBOr0 SKpaHUPOBAHUS MpeIHA3HayYeHa JJIs peau3alud CleIyoIIHNX
byHKIU:

- GUIbTpalUM OTKPBHITOrO M 3amu@poBaHHOro (3akpbiToro) IP-tpaduka mo pasnuyHbIM
napamerpam;

- uKcanMu BO BHYTPEHHUX JKypHaJIaX HWHGPOpMAMK O TPOXOJAIIEM OTKPHITOM U
3akpbiToM [P-Tpaduke;

- UIeHTU(UKALUU W ayTeHTU(HUKAIMKM aJIMUHHCTPATOpa MEXKCETEBOI'0 JKpaHa MpPHU €ro
JIOKQJIbHBIX 3alpOcax Ha JOCTYTI,

- peructpanuu BXoja (BbIXOJAa) aJAMMHHCTpATOpa MEXKCETEBOI0 3KpaHa B cucTeMy (U3
CHCTEMbI) TUOO0 3arpy3KH U MHULUAINU3ALUU CUCTEMBI U €€ POrPaMMHOTO OCTAHOBA;

- KOHTPOJIS LIEIOCTHOCTU CBOEH MPOrpaMMHOM U HH(OPMALIMOHHON YacTH;
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- GuIbTpalMM TAKETOB CIYKEOHBIX MPOTOKOJIOB, CHYXKAIIMX Ui JTUArHOCTUKU U
yIpaBieHHUs] pabOTOM CETEBBIX YCTPOICTB;

- UIBTpaIMK C YYeTOM BXOJHOTO M BBIXOJHOTO CETEBOro MHTepdeiica Kak cpeacTBa
IIPOBEPKU MOMJIMHHOCTH CETEBBIX aIPECOB;

= perucTpalvy U y4ycTa 3alpalinmnBacMbIX CCPBUCOB ITPUKIIAAHOIO0 YPOBHS,

- OJIOKUPOBAHUS JOCTYIA HEUJCHTHPUIIMPOBAHHOTO 00BEKTa WU CYOBEKTa, MOAITUHHOCTh
KOTOPOTO MpHU ayTeHTU(HUKALMU HE MOATBEPANIIaCh, METOAMHU, YCTOMUYHUBBIMU K IEPEXBATY;

- KOHTPOJIS 32 CETEBOI aKTHBHOCTBHIO MPUIIOKEHUN 1 OOHAPY)KEHUS CETEBBIX aTaK.

[Toncucrtema  peasin3yercs  BHEAPEHUEM  MPOTrPaMMHO-ANIApaTHBIX  KOMIUIEKCOB
MEKCETEBOI0 3KpaHupoBanus Ha rpanuue JIBC, kinaccom He Huke 4.

45. Iloocucmema ananu3za 3auiuujeHHOCMU

[Toncucrema aHaiM3a 3alIUIIEHHOCTH JOJDKHA OO€CleYrBaTh BBISBJICHHS YSI3BHUMOCTEH,
cBsi3aHHBIX ¢ ommOkamu B KoH(urypauuu [1O MCIIH, KOoTOpBIe MOTYT OBITH HCIIOJIB30BaHBI
HapYLIUTEIEM JIJIS pealn3alii aTaki Ha CUCTEMY.

OYHKIHUOHATBHOCTh  MOJCUCTEMBI MOXET OBITh peaju30BaHa IMPOTPAMMHBIMH U
MIPOrpaMMHO-AIIAPATHBIMU CPEACTBAMH.

4.6. Iloocucmema oOHaApPYIHCEHUA BMOPIHCCHUTL

[Toncucrema oOHapyKeHHsI BTOP)KEHUI JOJIKHA 00eCIIeYnBaTh BHISIBJICHHE CETEBBIX aTak Ha
anemenTsl MCII/IH, MOIKIIOYEHHBIE K CETSM OOIIEro MOJB30BaHHUA U (WJIM) MEXKIYHApOIHOTO
oOMeHa.

OYHKIUOHATBHOCTh  MOJCUCTEMBI MOXET OBITh peaju30BaHa MPOTPAMMHBIMH U
MIPOrpaMMHO-AIIAPATHBIMU CPEACTBAMH.

4.7.  Iloocucmema Kpunmozpaguueckoii 3ausumaol

[Toncucrema kpunrtorpadudeckoi 3amuThl NpenHazHadeHa s uckiarouenus HCJ| k
samuniaemoit uapopmanuu B VCIIAa OV mpu ee mepemave mo KaHajlaM CBSI3U CETEH OOIIETo
MOJIb30BaHUA U (WJIK) MEKIYHAPOJHOTO OOMEHa.

[Toncucrema peanusyercs BHEAPEHHEM KPUOTOrpapUUECKUX IMPOTPaMMHO-AMIAPATHBIX
KOMILJIEKCOB.
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5. Moan3oBaTeaun UCIIAn

B Konuenmuu wuHpopManMoHHONH O0€30MAaCHOCTH ONpEENCHBl OCHOBHBIE KaTEropuu
nosib3oBareneil. Ha ocHoBaHMM 3THX KaTeropu JODKHA OBITh TMPOM3BENCHA TUIU3ALUS
nosib3oBareneit MCII/IH, onpeneneH ux ypoBeHb JOCTyIla U BOZMOXKHOCTH.

B UCIIJu OY MOXHO BBIACIUTH CIEAYIOIINE T'PYIIbl MOJIb30BaTEICH, YYaCTBYIOIIUX B
obpaboTke u xpanenuu [1/1H:

- Anmunuctparop UCITdH;

- Apmunuctparop 6ezonacuoctu UCIIH;

- Onepatop APM;

- AZIMUHHCTpPATOp CETH;

- Texuuyeckuii crienuaIncT Mo 0OCIyKUBAHUIO NTepUPEPUIHOTO 000PYIOBAHUS;

- [Iporpammuct-pazpadorunk UCITIH.

JlaHHbIe O Tpymnmax MOJb30BaTeNsAX, YPOBHE MX JOCTYNa U MHPOPMHUPOBAHHOCTU JIOJIKECH
ObITh OTpaxkeH B [lo0KeHNH 0 pa3rpaHUYEHUH MpaB JOCTyNa K 00pabaThiBa€MbIM MEPCOHATBHBIM
JTAaHHBIM.

51. Aomunucmpamop HCII/[n

Anmunuctpatop UCII/H - corpynHuk OV, OTBETCTBEHHBIN 3a HACTPOWKY, BHEAPEHHUE U
conpoBoxaenne UCII/In. OGecnieunBaeT GyHKIMOHUPOBAHUE TIOJICUCTEMBI YIIPABICHUS JOCTYIIOM
NCIIdH u yrnoaHOMOYEH OCYHIECTBISATH MPEAOCTABICHUE M pa3rpaHUYCHHUE JOCTylMa KOHEYHOTO
nosib3oBarens (oneparopa APM) k anemMeHTaM, XpaHsAIIMM IepCOHaIbHbIE JaHHbIE.

Anvunuctparop UCIT/x obmagaeT cieayonmM YpOBHEM JOCTYIIA U 3HAHHA:

- o0mamaer monHOM wWHpOpManUe O CHUCTEeMHOM M TMPUKIAJHOM MPOrPaMMHOM
obecneuenun UCII/x;

- 00yagaeT moHoM nHpopManuei 0 TeXHUIeCKuX cpeactax u koHpuryparuu UCIdH;

- UIMeeT JOCTyNl KO BCEM TEXHUYECKHM cpeacTBaM oO0paboTKu MHGPOpPMAalUUd U JaHHBIM
NCIIH;

- o0najaeT npaBaMu KOH(UIypuUpOBaHUS U aJMUHUCTPATUBHOM HACTPOMKHM TEXHUYECKHUX
cpeactB UCII/IH.

52.  Aomunucmpamop be3onacnocmu

AnMuHUCTpaTOp 0€30MacHOCTH - cOTpyAHUK OV, OTBETCTBEHHBIN 32 (DYHKIIMOHUPOBAHUE
C3I1dH, BkItOyas OOCIy)KMBaHME M HACTPOWKY aIMHUHHCTPATUBHOM, CEpPBEPHOM M KIMEHTCKOU
KOMITOHEHT.

AIMUHHCTpATOpP 0€30MMacCHOCTH 00JIaaeT CICAYIONIUM YPOBHEM JIOCTYIIA U 3HAHUH:

- obnamaer npaBamu Aamunuctpatopa UCII/IH;

- obnaznaer nonHoit unpopmanueit 06 MCI1/IH;

- UIMEeT JOCTYNl K CpeACTBaM 3allUThl MH(QOpPMAalMM U MPOTOKOJMPOBAHMS M K YacTu
kiroueBbIX eMenToB UCIIH;

- HE UMeeT NpaB JAOCTyla K KOH(UIYpUPOBAaHUIO TEXHUYECKHX CPEACTB CETH 3a
UCKJIIOYEHUEM KOHTPOJIBHBIX (MHCIIEKIIMOHHBIX).

AnMuHHCTpaTOp 0€30MaCHOCTH YIIOJTHOMOYEH:

- peaJn30BBIBATH MOJUTHKY O€30MaCHOCTH B YACTH HACTPONKU CHCTEMbI KOHTPOJIS 3alllUThI
uHpopmanun (CK3U), mMexkceTeBbIX 3KpaHOB U CHUCTEM OOHApYXKEHHs aTak, B COOTBETCTBUHU C
KOTOpbIMH ToJIb30Batenb (Oneparop APM) mosydaeT BO3MOXKHOCTH paboOTaTh € 3JIE€MEHTAMHU
NCII/H;

- OCYILECTBJIAThH ayJUT CPEACTB 3allIUTHI;

- YCTaHaBJIMBAaTh JOBEPUTENIbHbIE OTHOIICHUS CBOEH 3alUIIEHHON CETH C CEeTAMHU JIPYruX
MIOAPA3ACIICHUMN.

5.3.  Onepamop APM

Omneparop APM - cotpynuuk OV, ocymectsistomumii oopadotky I1/In. O6pabotka 1/
BKJTFOYAET: BO3MOXHOCTH TipocMoTpa [1J1x, pyunoit BBox [1/]n B cuctemy UCIT/IH, dopmupoBanue
CIPaBOK M OTYETOB MO MHGpopmauuu, norydeHHord u3z UCIIIn. Oneparop HE UMeET MOJIHOMOYUI
JUI yrpaBiaeHus nojacucreMamu oopabotku qaHubix 1 C3I11H.
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Omnepatop UCIT/IH o6namaer caeayommM YPOBHEM A0CTyIa U 3HAHHM:

- o0yagaer BceMH HEOOXOIUMBIMU aTpUOyTamMu (HalpuMep, rnaposieM), 00ecreynBaroIuMu
JOCTYII K HEKOTOpOMY IToAMHOKeCTBY I1/1H;

- pacnonaraet KOH(pUIEeHIMaIbHBIMU JaHHBIMH, K KOTOPbIM UMEET AOCTYII.

5.4. Aomunucmpamop cemu

AnmuHuCTpaTop ceT - coTpyAHUK OV, OTBeTCTBEHHBIH 3a (YHKIMOHUPOBAHHE
TeneKoMMyHUKanoHHo!M noacucreMsl UCII/IH. AaMuHHCTpaTOp CETH HE UMEET MOJIHOMOYUH 1Is
yIpaBJIeHUs NOACUCTEMAMU O0PaOOTKU JAHHBIX U O€30IaCHOCTH.

AJIMUHHCTPATOpP CETH 00J1a/1aeT CIEAYIONUM YPOBHEM JIOCTYIA U 3HAHUI:

- 00s1aaeT 4acThi0 HHPOPMALUU O CUCTEMHOM M MPHUKIJIAJHOM IPOrPpaMMHOM 00€CIIeYeHuN
NCII/H;

- 00yagaeT yacTpio HH(OPMAIMK O TEXHUYECKUX cpeacTBax U koHpurypanuu MCI1/IH;

- UMeeT (U3MYECKMH JOCTYyNl K TEXHHYECKMM cpejncTBaM oO0paboTku HH(opManuu u
CPEICTBaM 3allUTHI;

- 3HAET, 110 MEHbILIEH MEPE, OJIHO JIETaJIbHOE UMS JOCTYIIA.

5.5. Texnuueckuii cneyuanucm no o0cayiHcusanuio nepuphepuiinozo 060pyoosanus

TexHuueckuil cnequanucT no oOcayxuBaHuto - corpyaHuk OY  (wm UCI/In),
OCYIIECTBISIONMN OOCITy)XMBaHHE | HAcTpoWKy mnepudepuiinoro obopynoBanus WCIIIH.
TexHUYeCKu# CHenuaiucT o OOCITYy)KMBaHUIO HEe mMmeeT noctyna K [1/[H, He uMeeT moTHOMOYni
IUIsL yIIPaBICHUS [TOJICUCTEMaMH 00pabOTKH TaHHBIX U 0€30MaCHOCTH.

TexHUYeCKU# CIenUaNuCT MO OOCITYy)KHBaHUIO 00JagaeT CIeIyIOIUM YPOBHEM JOCTyIa H
3HAHUM:

- 00yagaeT 4acThio HHPOPMALIUU O CUCTEMHOM H MPHUKJIATHOM IPOTPAMMHOM 00€CTIeYeHUN
NCIIH;

- o0saaeT yacTbio MH(OPMALIMK O TEXHUYECKUX cpelacTBax U koHpurypauuu UCII/IH;

- 3HAET, 110 MEHbILIEH MEPE, OJIHO JIEraJIbHOE UMS JOCTYTIA.

5.6. Ilpocpammucm-pazpabomuux UHCII/[n

[TporpaMMuCTbI-pa3pabOTUUKU (IIOCTABILMKU) MPUKIAAHOTO MPOIPaMMHOI0 OOecredeHus
00eCreYnBaOT €ro COINPOBOXKICHWE Ha 3amuimaeMoM oObekte. K nmaHHOW rpymme Moryt
OTHOCHUTBCSI KaK cOTpyIHUKH OV, TaK U COTPYAHUKH CTOPOHHUX OpraHU3aLuil.

JIuno 3Toi Kareropuu:

- obnmagaer uHOpManuel 06 anropuTMax M IMporpamMmax o0paboTKuM HHpOpManUu B
NCTIH;

- 0051a1aeT BO3MOXHOCTSIMM BHECEHMsI OIIMOOK, HEAEKIapUPOBAaHHBIX BO3MOXKHOCTEH,
MPOrpaMMHBIX 3aKJIaJOK, BPEJOHOCHBIX Mporpamm B mporpammuoe oOecneuenue MCIIJIH Ha
CTaJluu ee pa3pabOTKU, BHEJPEHUS U COMIPOBOKACHHUS;

- MOXKET pacrojyarate J00biMH (parmMeHTamMu uHpopmanuu o Tonojorun HCIIH wu
TEXHUYECKUX cpeicTBax 00padboTku u 3amuthl [1J1H, o6padaTeiBaembix B UCII/IH.
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6. TpeboBanus K nepcoHany mo odecnevyeHuro 3amuthl [1{xH

Bce corpynnuku OV, sBistomuecss nosib3oBatesnsiMu MCIIJH, TOMKHBI 4eTKO 3HATh U
CTPOTO BBINOJHATH YCTAaHOBJIEHHBbIE MpaBWia W OOS3aHHOCTH MO JOCTYNY K 3allUIIaeMbIM
00BEKTaM U COOJIOACHUIO IPUHATOTO pexnma 6e3onacHocTH [1/1H.

[Ipy BCTyIJIEHMM B JIOJDKHOCTH HOBOTO COTPYIHHMKA HEMOCPEACTBEHHbIH HadyallbHUK
MOJIpa3/IeIeHusl, B KOTOpOE MOCTYIAeT COTPYIHHMK, 00s3aH OPraHU30BaTh €r0 O3HAKOMIJIEHHE C
JOJKHOCTHOM MHCTPYKLKEH U HEOOXOAMMBIMU JOKYMEHTaMH, PErJaMeHTHPYIOIIUMU TpeOOBaHUS
no 3amute I[I/[H, a Takke oOy4yeHHE HaBBIKAM BBIIOJHEHUS MPOLEAYP, HEOOXOAMMBIX ISt
CaHKIIMOHUPOBaHHOTO ucnosnb3zoBanus UCII/IH.

CoTpyAHUK JOJDKEH OBITh O3HAKOMJIEH CO CBEJIEHUSMHU HacTosed IloauTukM, mpUHATHIX
nporeayp padotsl ¢ anemernTamu UCIT/In n C3I1/]H.

Corpynuuku OV, HCIONB3YIOIIME TEXHHUYECKHE CPEICTBA AyTEHTH(HMKAIMU, IOJIKHbI
o0ecneunBaTh COXPaHHOCTh MACHTU(UKATOPOB (JEKTPOHHBIX Kitoyeil) u He gomyckath HCJI k
HUM, a TaK K€ BO3MOXKHOCTb MX YTEpU WJIM HUCIOJIb30BaHUS TpeTbUMHU juunamu. llonws3zoBaTenu
HECYT NEPCOHAIBbHYIO OTBETCTBEHHOCTH 33 COXPAHHOCTh UJCHTHU(PUKATOPOB.

Corpynnuku OY JODKHBI CIEA0BaTh YCTaHOBJIEHHBIM MPOLEAypaM MOJAEPKAHUS pexuMa
6e3onacuHoctu [1/[H npu BeIOOpE U UCIIOJIB30BAHUY MAapOJieh (€CIM He UCTIOIb3YIOTCS TEXHUUECKHE
CpelncTBa ayTeHTU(PUKALIUHN).

Corpynauku  OY  10mKkHBI  OoOecreuuBaTh HAUICKAINIYI0 3allUTy 00OpYyIOBaHHMS,
OCTaBJIsIeMOro 0€3 MPUCMOTpa, OCOOEHHO B TEX ClydyasX, KOrja B MOMENICHHE UMEIOT JIOCTYI
MOCTOpOHHWE IMna. Bce momnp3oBarenu MODKHBI 3HATH TpeOoBaHus mo Oe3omacHoctu [1[lH n
MPOLIEAYPHI 3aIIUTH 000PYIOBAHUS, OCTaBIEHHOTO 0€3 MPUCMOTPA, a TAK)KE CBOU 00SI3aHHOCTHU T10
00ECTIEYCHUIO TAKOW 3aIIHUTHI.

CoTpyaHuKaM 3ampeniaercs ycTaHaBIUBaTh IOCTOPOHHEE IporpaMMHOe obecredeHue,
MOJIKJIIOYATh JINYHbIE MOOWJIbHBIE YCTPOWCTBA M HOCUTENU UH(OPMAIMH, a TaK e 3aliChbIBaTh Ha
HUX 3allIUIIaeMYI0 HH(OPMAILIUIO.

CoTpyaHHKaM 3alpenaeTcs pas3riiamarh 3alfiaeMyro HH(pOopMaIuo, KOTopas craia uM
M3BECTHA MpH paboTe ¢ uHpopMannoHHbIMU cucTeMaMu OV, TpEeThbUM JIULIAM.

[Ipu pabore c¢ I[Iu B UCII[H cotpymauku OV o00s3aHBI 0OECIEYHTH OTCYTCTBUE
BO3MOXHOCTH nipocMmoTpa [1/1H TpeTbumu nuiamu ¢ MOHUTOpOoB APM 1 TepMUHANIOB.

[Tpu 3aBepuienun padotsl ¢ UCIIJIH coTpynHuku 00s13anbl 3aiiuTuTh APM 1miin TepMuHaIbI
C IOMOIIbIO OJIOKMPOBKHU KIIFOUOM WJIM 3KBUBAJEHTHOTO CPEJICTBA KOHTPOJIS, HAIIPUMED, JOCTYIIOM
IO MapOJII0, €CIIN HE UCIIONb3YIOTCS 00JIee CHIIbHBIE CPEICTBA 3ALUTHI.

Cotpynauku OY 10KHBI OBITH MPOMH(OPMHUPOBAHBI 00 Yrpo3ax HapylIeHHs peKuma
6e3onacHoctu I1/IH M OTBETCTBEHHOCTH 3a ero HapyuieHue. OHM JOJKHBI ObITh O3HAKOMIIEHBI C
YTBEP)KICHHON (opManbHOM Tpoueaypol HalOXEHUs JUCHUIUIMHAPHBIX B3bICKAHMH Ha
COTPYJIHHUKOB, KOTOPbIE HAPYILIWIHN NPUHATHIE TOJUTHKY U IIpoueaypsl 6e3onmacHoctu [1/[H.

Cotpynnuku o0s3aHbl 0e3 mpomeyieHus coobmarh 000 BceX HAOMIOAaeMbIX WIN
MoAO03pUTENbHBIX ciydasx pabotel MUCIIJIH, Morymmx moBiedb 3a coOOW yrpo3bl 06€30macHOCTH
IT/IH, a Takke O BBIABICHHBIX UMM COOBITUSIX, 3aTparuBarommx 6e3onacHocts [1/[H, pykoBOACTBY
MO/Ipa3JeNIEHNs U JIUIy, OTBEYAIOLEMy 3a HEMEIJIEHHOE pearipoBaHUE Ha Yrpo3bl OE€30MaCHOCTH
IT/1n.
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7. JlonzkHOCTHBIE 00s13aHHOCTH MoJib3oBaTeneil UCIIIn
JomxHocTHBIE 00s13aHHOCTH nTosb3oBareneit CII/IH onucanbl B CIEAYIONIMX TOKYMEHTAX:

- Muctpykmus agmunuctpaTopa 6ezonacaocta MCIT/IH;

- Nuctpykuusa nons3oBarens MCITIH;

- UHCcTpyKIus noabp30BaTess Py BOSHUKHOBEHUH BHEIITATHBIX CUTYaLIUH.
- MHCTpYyKIMs 110 OpraHU3alyy apOJIbHOM 3aIUTHI.
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8. OtBercTrBeHHOCTH coTpyAnnkoB UCIIIn

B cootBercTBHMM co cT. 24 DenepanbHoro 3akoHa Poccuiickoit @enepaunu ot 27 utoiist 2006
r. Ne 152-®3 «O mepcoHaabHBIX AAHHBIX» JIMIA, BAHOBHBIC B HapyIIEHUH TPeOOBaHM JaHHOTO
@DenepalibHOTO 3aKOHA, HECYT TPAKIAHCKYIO, YTOJOBHYIO, AMUHUCTPATUBHYIO, AUCLUIIIIMHAPHYIO
Y MHYIO IIPEIYCMOTPEHHYIO 3aKOHOATENbCTBOM Poccuiickoit denepanny OTBETCTBEHHOCTb.

JlelicTBytomee  3aKOHOAATENbCTBO P®  mo3BOMSIET TPEABSBIATH TpeOOBaHMUS IO
oOecnieyeHrto Oe3omacHoil paboThl ¢ 3amuinaeMoil uHbopManueldn U IpeaycMaTpuBaeT
OTBETCTBEHHOCTh 3a HApYILIEHUE YCTAaHOBJIEHHBIX NpaBWJ J3Kciuryataiuu OBM u cucrewm,
HEMPAaBOMEPHBIA JOCTYNl K WHQPOPMAIUHM, €CIH OTH JCHCTBHUS TPHUBSIM K YHHYTOKEHUIO,
0JIOKMpPOBaHMIO, MOAUUKAIIMKM UHPOPMaUA WIK HapylieHuto padotel DBM wmnm cereit (ctaTbu
272,273 u 274 YK PO).

Anmunuctpatop UCII/IH u anMuHucTpaTop 0€300aCHOCTH HECYT OTBETCTBEHHOCTH 32 BCE
JEICTBUSI, COBEPUIEHHbIE OT UMEHU MX YYETHBIX 3allMCE WM CUCTEMHBIX YUYETHBIX 3aIlUcel, eCiu
HE JT0Ka3aH (paKT HECAHKIMOHUPOBAHHOTO UCTIONB30BAHUS YUETHBIX 3aIHCEH.

[Ipn Hapymenusax corpyaHukamu OV - nons3oBarensmMu MCII/IH mpaBuii, cBS3aHHBIX C
6esomacHoctbto  [IJ[H, OHM HECYT OTBETCTBEHHOCTb, YCTAHOBICHHYIO JEWCTBYIOUINM
3aKoHoarenbcTBOM Pocculickoit denepanuu.

[IpuBeneHHbIC BhIIE TPEOOBAaHUS HOPMATHUBHBIX JIOKYMEHTOB IO 3amuTe WHMOpMamuu
JOJKHBI ObITh OTpaxeHsl B [lonoxkenusx o moapazaeneHusx OV, oCylIECTBISIOMUX 00pabOTKy
[1/1n B UCIT/IH 1 1OTKHOCTHBIX HHCTPYKUUAX COTPYAHUKOB OY.

Heo6xonumo BHecTH B Ilonoxenus o noapasaeneHusx OY, oCcymecTBISIONMX 00padoTKy
[111 8 UCII[IH cBeneHns 00 OTBETCTBEHHOCTH UX PYKOBOAMUTENICH U COTPYIHUKOB 3a pasTiallieHue
U HECaHKIMOHMPOBAHHYIO MoJudukanuio (uckaxenue, (ambcuduxanuio) IT[H, a Takxke 3a

HEIIPAaBOMCPHOC BMCHIATCIILCTBO B IIPOUCCCHI UX aBTOMaTH3I/IpOBaHHOI>'I 06pa6OTKI/I.
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9. Cnucoxk HCHOJbL30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMAaTHUBHO-IIPABOBBIMH M METOJUYECKUMH JIOKYMEHTAMH, Ha KOTOPBIX
6azupyercs Hactosuiee [lonoxenue, sBisOTCS:

1. ®enepanbubiii 3akoH oT 27.07.2006 1. Ne 152-®3 «O nepcoHanbHBIX JaHHBIX» (Hajnee —
@3 «O mepcoHaNbHBIX JAHHBIX»), YCTAaHABIUBAIOIINNA OCHOBHBIC IPUHIUIIBI U YCIOBHS 00pabOTKH
I1/1H, npaBa, 00s13aHHOCTH M OTBETCTBEHHOCTh YYaCTHUKOB OTHOILIEHMH, CBA3aHHBIX ¢ 00pabOTKON
I11n.

2. [locranoBnenue IIpaBurenscTBa PD oT 01.11.2012 Ne 1119
«O0 yTBepkaeHMM TpeOOBaHMI K 3allUTe NEPCOHAIBHBIX MaHHBIX NP HUX O00paboTKe B
MH(GOPMALMOHHBIX CHCTEMaX MEePCOHAIBHBIX IaHHBIX).

3. «Ilopsanok mnpoBeneHus kiaccuukauuu HHGPOPMALMOHHBIX CHUCTEM IEPCOHAIBHBIX
JaHHBIX», yTBepkKAeHHbII coBMecTHBIM [Ipukazom ®CTOK Poccun Ne 55, ®CB Poccun Ne 86 u
Munnnadopmcsszu PO Ne 20 ot 13.02.2008 .

4. «ITomoxxeHne 00 OCOOEHHOCTAX OOpaOOTKH TMEPCOHAIBHBIX JAHHBIX, OCYIIECTBISICMON
0e3 MCII0JB30BaHMs CPEJCTB aBTOMATU3aLuu», yTBepxkaeHHoe [locranosnenuem IIpaBurenbcrBa
P® ot 15.09.2008 r. Ne 687.

5. «TpeboBanust K MaTepUaIbHBIM HOCUTENIAM OMOMETPUYECKUX MEPCOHATBHBIX JAHHBIX U
TEXHOJIOTUSIM XPAaHEHHS TaKUX JTAHHBIX BHE MH(OPMAIMOHHBIX CHCTEM MEPCOHAIBHBIX JaHHBIXY,
yrBepxkieHHble [loctanoBnennem IlpasutenscrBa PO ot 06.07.2008 1. Ne 512.

6. HopmatuBHO-MeTOMuecKue AOKyMeHThl DenepaibHON CloyKObl 10 TEXHUYECKOMY HU
sKcriepTHOMY KoHTposto Poccuiickoit @enepaunn (nanee - ®CTOK Poccumn) no obecnedeHutro
6e3onacuoctu [1J[n npu ux o6padotke B UCIIH:

7. Pexomenpanuu 1o oOecnieuyeHHI0 O€30MacHOCTH NEePCOHANbHBIX JAaHHBIX TNPU HX
00paboTke B MHPOPMALMOHHBIX CUCTEMaxX MEPCOHANBHBIX JaHHBIX, YTB. 3aM. nupekropa @CTIK
Poccun 15.02.08 r. (st cmy»ke6HOTO TOJIb30BaHUS).

8. OCHOBHBIE MEPONPUATHUS IO OPTAaHU3AINN U TEXHUYECKOMY 00ECTIeYeHHIO 0€30IacCHOCTH
MEPCOHAIBHBIX JJAHHBIX, 00pabaThIBa€MbIX B MH(MOPMALIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX,
y1B. 3am. qupektopa ®CTIOK Poccun 15.02.08 1. (s ciy:ke0HOTO MMOIb30BaHHUS).

9. bazoBas Mojens yrpo3 0E30MaCHOCTH TEPCOHAIBHBIX JIAHHBIX NMPU WX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaxX IEPCOHANbHBIX JaHHBIX, YTB. 3aM. aupekropa ®CTOK Poccum
15.02.08 r. ([Jnst cmy>ke0HOT0 MOJIb30BAHUS).

10. MeToauka onpenieneHus: akTyaJbHbIX yrpo3 0€30MMacHOCTH MEPCOHATIBHBIX JTaHHBIX MPH
ux 00paboTke B HMH(OPMALMOHHBIX CHCTEMaxX IEPCOHAIbHBIX JIAHHBIX, YTB. 3aM. JIHUpEKTOpa

OCTOK Poccun 15.02.08 T. (s CITy>ke0HOTO MOJIb30BAHUSA ).

17



[Tpunoxenue 1 . Knaccudukamuss UCIT/Ja (CornacHo yTpaTHBIIEMY CHJIY TIOCTaHOBJICHHUIO

[TpaButensctBa Poccuiickoit @enepamuu ot 17 HosOps 2007 r. N 781 «OO0 yrBepkIeHUH

[Tonoxenus 06 obecrieueHUM O€30IMACHOCTH MEPCOHANBHBIX JAHHBIX MPH HX 00paboTKe B

WH()OPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX JTAaHHBIX» U AeicTBYOIMM 1okyMeHTaM DCTIOK)

. NCIIn | UCIIAn | UCITOH
[InaH - nepedeHb TEXHUUYECKUX MEPOIPUATHH 110 00ECIIEUYCHHIO
Ne SesmraereT SO KJjlacca KJjlacca KJj1acca
K3 K2 K1
| | B mogcucreme ynpaBiieHus! 1OCTYIIOM:
PeanuzoBaTh naeHTU(UKALMIO U IPOBEPKY MOAIMHHOCTH
1 CyOBEKTOB JIOCTYIIa IIPU BXOJI€ B OTIEPALIMOHHYIO CUCTEMY + + +
NCII/JH no napo:ato yCiaoBHO-TIOCTOSIHHOTO JACHCTBHS, JJIMHOW HE
MEHee MeCTH OYKBEHHO-IIM(POBHIX CHUMBOJIOB;
Peann3oBaTh HaSeHTH(DUKAIIUIO TEPMUHATIOB, TEXHUYECKIX
o | CPeACTB obpabotku I1/1H, y3noB UCII/IH, KOMIIbIOTEPOB, KAaHAIOB ) + +
cBsA3M, BHeIHUX ycrpoiicts MCIIJIH 1o ux JIornyeckuM uMeHam
(ampecam, HOMepaMm);
3 PeanuzoBath uaeHTH(HUKAIUIO IPOTPAMM, TOMOB, KaTaJlOTOB, ) + +
(aiioB, 3anycei, MmMoJIeH 3amuceit o UMEeHaM;
4 PeannzoBaTh KOHTPOIIb AOCTyNHA CYyOBEKTOB K 3aIIUIACMbIM ) + +
pecypcaMm B COOTBETCTBHHU C MaTpULEH TOCTYIA;
npu Haymuuu noakarodeHuss MCIT/IH k ceTsm oOriero He nmxe | He ke | He Hupke
IIOJIB30BaHUs JOJKHO IIPUMEHATHCS MEKCETEBOE IKPAHUPOBAHUE. 5-TO 4-ro 3-To
5 YPOBHS | YpOBHS | YypOBH:A
3allMIIEe | 3amuuie | 3amuine
HHOCTH | HHOCTM | HHOCTH
Jns o6ecrieuennst 6€301MaCHOTO MEKCETEBOTO B3aUMOJICHCTBHS B He nuwxe | He auke | He Huoke
WCIIAH s pa3HbIX KJIaccoB HEOOXOAMMO HCHOIb30BaTh MO 5-ro 4-ro 3-ro
6 YPOBHSL | YpOBHSI | YpOBHS
3allMIIe | 3amuiie | 3aluine
HHOCTH | HHOCTH | HHOCTH
I CpencTBo 3alUThl OT IPOrPaMMHO-MAaTEMaTHYECKUX
Bozneticteuii (IIMB):
PeanuzoBaTh uneHTHUKALNIO U ayTEeHTU(DUKALINIO CYOBEKTOB
JIOCTyTIa IIPH BXOJE B CPEACTBO 3aALIUTHI OT IPOrPaMMHO-
MaTemaTtuueckux Boszaenictsuii (IIMB) u nepen BbimoaHeHHEM
1 | umu mo6BIX onepauuii Mo ynpapieHNI0 GYHKIMSIMU CPEACTBA + + +
3amuTel oT [IMB no naposnto (niu ¢ HCIOIB30BaHUEM HHOTO
MeXaHU3Ma ayTeHTU(HUKAIMH) YCIOBHO-IIOCTOSIHHOTO JeHCTBUS
JUIMHON HEe MeHee 11eCTH OYKBEHHO-IIM(PPOBLIX CUMBOJIOB,;
OcymiecTBIATh KOHTPOJIb JIOOBIX AeHCTBUI CyOBEKTOB AOCTYIA
2 | mo ympaBieHuIo GYHKIUSIMH cpecTBa 3amuTsl oT [IMB Tonmbpko + + +
110CJI€ TPOBEICHUS €ro YCIENIHON ayTeHTU(UKAINH;
[TpenycMoTpeTs MeXaHU3MBbl OJIOKMPOBAHHUS JOCTYIA K CPECTBAM
3 | 3amuTe! o [IMB mipu BEITOTHEHNH YCTaHABIMBAEMOTO YHCIIA + + +

HCYAAYHBIX IMONBITOK BBOJA IAPOJIA,
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Heobxoaumo mpoBoauTh uaeHTHGUKALNIO (HalIoB, KATAJIOTOB,
MPOrPaMMHBIX MOJIYJIEH, BHEIIIHUX YCTPOMNCTB, HCIIOJIb3yEeMbIX
cpeacts 3amuThl oT [IMB;

B noacucreme perucrpanuu u ydera:

OcylIecTBIATh PErUCTPaLMIO BXOa (BbIX0/a) CyOBbEeKTa 10CTyIa
B CUCTEMY (M3 CUCTEMBI), TM00 PEruCTpaLUIo 3arpy3KU U
MHUIHAIN3AlUY OTIEPAIIMOHHON CUCTEMBI U €€ IPOrPaMMHOTO
ocTaHoBa. Perucrpanys BbIXoJa U3 CUCTEMbI UJIM OCTAHOBA HE
MPOBOJUTCS B MOMEHTHI anmnaparypHoro otkiatouenus UCIIIx. B
napaMeTpax perucTpalyy yKa3bIBarOTCs J1aTa U BpeMs BXoJ1a
(BpIXOQ) CYOBEKTA AOCTYyNA B CUCTEMY (U3 CUCTEMBI) UITH
3arpy3ku (OCTaHOBA) CHCTEMBI;

[TpoBOIUTH yueT Bcex 3alUIaeMbIX HOCUTENEH HH(pOpMaIuu ¢
HOMOILBIO UX 1000 MapKUPOBKH U C 3aHECEHHEM YUETHBIX
JAHHBIX B JKypHaJ (YyUYETHYIO KapTOUKY);

[TpoBOIUTH perucTpanuio BXo1a/BeIxoqa CyObeKTOB JOCTYIA B
cpenctBo 3amuThl oT [IMB, perucrpanuro 3arpy3ku u
VMHULMAJIN3ALUNA 9TOrO CPEJICTBA U €€ IPOrPaMMHOI0 OCTaHOBA. B
ImapaMeTpax perucTpanuy yKa3bplBacTCs BpeMs U J1aTa
BXOJIa/BBIX0O/Ia CYObEKTa AOCTYyNa B CPeACTBO 3aiuThl oT [IMB
WJIN 3arpy3KH/OCTaHOBA 3TOTO CPE/ICTBA, a TAKXKE UICHTU(DHUKATOP
cy0beKTa 10CTyNa, MHUIIMUPOBABUIETO JaHHbIE ACHCTBUS;

[TpoBOIUTH perucTpanuio cOOBITHI POBEPKU M OOHAPYKEHUS
IIMB. B napamerpax peructpauuy yKa3blBarOTCs BpeEMs U 1aTa
npoBepku wim ooHapyxenus IIMB, unentugukarop cyobexra
JOCTYyIIa, THULMUPOBABILETO IaHHbIE JEHCTBUS, XapaKTep
BBITOJIHSAEMBIX JICHCTBUH 110 TIPOBEPKE, TUIT OOHAPYKEHHOM
BpenoHocHo# nporpammsl (BII), pe3ynbrar aeiicTBuii cpencraa
3amuThl o 0gokuposanuto [IMB;

[TpoBOAMTH perucTpanmio COObITUI 0 BHEAPEHUIO B CPEJICTBO
3authl oT [IMB nakeroB o6HOBieHui. B mapamerpax
perucTpanuy yKasblBaloTcsa BpeMs U JlaTa OOHOBIICHHUS,
UJECHTUPUKATOP CyObEKTa JOCTYIA, MHUIIMUPOBABIIETO JaHHOE
JIeIiCTBHE BepCcusl U KOHTPOJIbHAsI CyMMa ITakeTa OOHOBJICHHUS,

[TpoBOIUTH perucTpanuio coObITUI 3aycKa/3aBepIieHus] paboThl
Moayzen cpencrsa 3ammTsl oT IIMB. B mapamerpax perucrpanuun
yKa3bIBAIOTCS BPEMs U JlaTa 3aIlycka/3aBeplieHns padoThl,
UACHTUPUKATOP MOIYJIS, UIEHTU(UKATOP CyOBEKTa AOCTYIA,
WHUIMMPOBABLIETO JAHHOE JEHCTBUE, PE3YJIBTAT
3amycKa/3aBepIiieHust padoThl;

JIOJKHA TIPOBOAMTHCS PErUCTPaLiUsl COOBITHI yITpaBlIeHUsS
cyOBeKTOM focTyma GpyHKIusMu cpeacTna 3aumuTel oT [IMB. B
napameTpax perucTpaliy YKa3bIBalOTCS BpeMsl U AaTa COOBITHS
yIpaBieHUs Kaxa0i QyHKIMeH, naeHTuGUKaTop u
cneundukanus GyHKIUU, UACHTUDUKATOP CyOBEKTa JOCTYIa,
WHHUIIMMPOBABIIETO JaHHOE ACWCTBUE, Pe3YNIbTAT ICHCTBHS,

[TpoBOAUTH PETUCTPALIMIO COOBITUH MOMBITOK JOCTYIIA
MPOTPAMMHBIX CPEJICTB K MOAYJISIM cpeicTBa 3amuThl oT [IMB
WJIY CIIEIMAIbHBIM JIOBYIIKaM. B mapaMmerpax perucrpauuu
YKa3bIBAIOTCS BPEMsI M J1aTa MOMBITKH JOCTYMA, UACHTU(PUKATOP
MOJyJIs, UACHTU(DHUKATOP U CcrieluUKAIHSI MOTYJISI CPEACTBA
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3amuThl oT [IMB (cnienuanbHOM TOBYIIKH), PE3YyIbTaT HOMBITKH
JIOCTYTIA;

[TpoBoaUTH peructpanuio coObITUI OTKaTa Ul CPEACTBA 3aIUTHI
ot [IMB. B napamerpax peructpanuy yKa3plBaroTCs BpeMs U 1aTa
COOBITUS OTKaTa, crieuuduKanus 1eHCTBUIA OTKATa,
UJCHTU(PHUKATOP CyObEKTa JOCTYIa, MHUIIMAPOBABIIETO JAHHOE
JICUCTBUE, PE3YJIbTAT JICUCTBUSI;

10

OO6ecnieunTs 3alMTY JAHHBIX PECUCTPALMU OT UX YHUUTOKEHUS
WA MOJU(DUKALUN HAPYLIUTEIEM;

11

PeanmuzoBaTh MexaHU3MEI COXpPaHCHUA JaHHBIX PECTUCTPALIUN B
CiIydac€ COKpall€HUs OTBEACHHBIX IO HUX PECYPCOB;

12

PeanusoBath MeXaHM3MBbI IPOCMOTPA U AHAJIN3A JAHHBIX
perucTpanyy U uX GUIBTPALUH 110 3alaHHOMY Habopy
11apaMeTpoB;

13

IIpoBONTH aBTOMATHYECKUI HENPEPBIBHBIII MOHUTOPUHT
COOBITHUI, KOTOPBIE MOTYT SABJIATbCA NPUUMHON peanu3anuu [IMB
(cozmaHue, pelakTUPOBAHUE, 3aUCh, KOMIWISLMS OObEKTOB,
KOTOpBIE MOTYT coaepxath BII).

14

Peanu3oBarh MEXaHM3M aBTOMaTUYECKOTO aHAIN3a JAHHBIX
perucTpanuu mno mabdioHaM TUMOBBIX MposiBiaeHuit [IMB ¢
ABTOMATUYECKUM UX OJIOKUPOBAHHEM U YBEIOMIICHUEM
aJIMIHUCTpATOpa OE30MIaCHOCTH;

15

[TpoBOAUTH HECKOIBKO BUJIOB y4eTa (AyOIUPYIOIIUX) C
perucTpanyeil Bpiiaun (mpuema) HocuTene nHhopMannu;

16

OcymiecTBIATh PErUCTPaLtIoO BX0/a (BbIX04a) CYyObEKTOB J10CTYIIA
B CUCTEMY (M3 CUCTEMBI), TMOO0 perucTpanus 3arpy3ku u
VMHUIMAIN3AIUN ONIEPAlMOHHON CUCTEMBI.

17

OcCy1ecTBISATh PETUCTPALMIO BbIJAUM MT€YaTHHIX (TpaduiyecKux)
JIOKYMEHTOB Ha «TBEPIYIO» KOIUIO. B mapamerpax perucrpauuu
yKa3bIBaIOTCS (1aTa ¥ BpeMs BblAauu (0OpalleHus K IOJICUCTEME
BBIBO/IA), CIIELIU(HUKAIMS YCTPOHCTBA BbIIAYM — JIOTHUYECKOE UM
(HOMep) BHEIIHETO YCTPOICTBA, KPaTKOE COJEpKaHUE
(HauMeHOBaHMe, BU, MUDP, KOA) U YPOBEHb
KOH(PHICHIIMAIIBHOCTH JJOKYMEHTA, UIEHTU(PUKATOP CYObEeKTa
JIOCTYTIA, 3alIPOCHUBILETO JOKYMEHT;

18

Ocy1ecTBISATh PErUCTPALIMIO 3aIlyCKa (3aBEpIICHUsI) TPOrpaMM U
IpoIeccoB (3aaHnid, 3a/1a4), MpeIHA3HAYEHHBIX JUIsl 00pabOTKH
3amuuiaeMbIx (aiinos. B mapameTpax perucrpanuu yKa3blBatoTcs
JlaTa ¥ BpeMs 3aIrycka, UMs (MIeHTU(UKATOp) MPOrpaMMbl
(mporiecca, 3aganus), HACHTUPUKATOP CyOBEKTa TOCTYIIA,
3aMpOCUBIIEr0 MporpaMmy (Ipolecc, 3alaHue), pe3yabTar
3arycka (yCHelIHbIi, HeyCelHbI — HECAaHKIIMOHUPOBAHHbIN),

19

OcCymIecTBISITh PETUCTPAIIHIO MOTBITOK JOCTYIA MPOTPaMMHBIX
CpeACTB (porpaMM, MPOLIECCOB, 3a/1a4, 3aJJaHH) K 3aIUIIIaeMbIM
daiinam. B mapameTpax perucrpanuu yKa3plBarOTCS JaTa U Bpems
HOTBITKH JIOCTYMA K 3allUIIaeMoMy (paiiiny ¢ ykazaHueM ee
pe3yibTara (yCIelHas, HeyClenTHas — HeCaHKIMOHUPOBaHHAs),
UICHTUPHUKATOP CYOBEKTa JOCTyNa, cueruduKanus
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3amuiaeMoro (aiina;

20

OcCy1IecTBIATh PETUCTPALMIO MOIBITOK JOCTYIA IPOrPaMMHBIX
CPEICTB K CJIEIYIOIIUM JOTOTHUTEIbHBIM 3alUIIAeMbIM
00BeKTaM J0CTyIa: TEPMHUHAIIAM, KOMIIBIOTEPAM, Y3J1aM CETH
NCTIIn, nuausaM (kaHajiaM) CBSI3W, BHEITHUM YCTPONCTBaM
KOMITBIOTEPOB, IIPOrpaMMam, TOMaM, Karajoram, ¢aitiam,
3anucsaM, noJisiM 3amnuceil. B mapamerpax perucrpanuu
YKa3bIBAIOTCS JaTa U BPeMs MOIBITKH J0CTYIA K 3alIUIaeMOMY
00BEKTY C yKa3aHUEM ee pe3ynbTara (yCHellHas, HeyCIlenHas —
HECaHKIIMOHUPOBAHHAS ), HICHTH(PHUKATOP CyObEKTa AOCTYyIA,
cnenuduKanys 3auuinaeMoro 00beKTa — JOrHuecKoe UMs
(HOMED);

21

[TpoBoANTH yUeT BCeX 3alUIIAEMBIX HOCUTENeH HH(popManny ¢
MOMOIIBIO0 X MAapKUPOBKH U C 3aHECEHHEM yUYETHBIX JaHHBIX B
KypHaJ (YYETHYIO KapTOUKY);

22

OcymiecTBIATh OYUCTKY (0OHYyIIEHHE, 00E3THINBAHHE)
0CBOOOKIaeMbIX 00JIacTell OrepaTuBHON MaMSITH KOMITBIOTEPOB U
BHEIIIHUX HakomuTesaeil. OuncTka OCyIIeCTBISETCS OAHOKPATHON
MPOU3BOJILHOMN 3aMKCHI0 B OCBOOOXKIaEMYIO 00JIacTh MaMSITH,
paHee UCTIOIBb30BaHHYIO ISl XPaHEHUS! 3aIIUIIAEMBbIX TaHHBIX
(daiinos, nHGOpPMALIHH);

B noacucreMe obecredyeHus LeJI0CTHOCTH:

O6ecneunTs 1ETOCTHOCTh IPOTPaAaMMHBIX CPEACTB 3alllUThI B
cocrase C3I1/1H, a Takke HEN3MEHHOCTDh IIPOTPAaMMHON CPEJIBI.
[Tpu 3TOM LIETOCTHOCTD CPEJICTB 3aLIUTHI IPOBEPSIETCS MIPU
3arpy3Ke CUCTEMbI 10 HAJIMYMIO UMEH (MAEHTU(PHUKATOPOB)
koMnoHeHT C3I1/IH, 11e10CTHOCTh MPOrPaMMHOM cpeibl
obecnieunBaercs orcyrctBueM B UCIIJIH cpencts pa3paboTku U
OTJIQJIKU IPOTpamm;

OcymectBiath ¢puznyeckyto oxpany UCII/Ix (ycTpoiicTB u
HOCHUTEJIEH MHPOPMALINH), TPEAYCMATPUBAIOIIYI0 KOHTPOJIb
nocryna B nomemenus MCIIJIH nocTopoHHUX JHL, Halu4ne
HAJCKHBIX MPENATCTBUN ISl HECAHKLIIHOHUPOBAHHOTO
npoHukHoBeHus B noMmeneHus MCII/H n Xxpanunuiine HocuTtenen
uH(pOopMalnu;

[TpoBoauTh nepuoandeckoe rectupoBanue pynkuuit C3I1/IH npu
M3MEHEHUH IporpaMMHoi cpenbl 1 nepconana UCIIJIH ¢
IIOMOUIBIO TECT-ITPOrpaMM, UMUTHpYromux nonsitku HCJL;

JIOJDKHBI OBITH B HATMYKMK cpeicTBa BocctanoBieHus C3I1/1H,
MpeAyCMaTPUBAIOIINE BEACHUE ABYX KOMUN MPOTrpaMMHBIX
CPEJICTB 3alIUThl UHPOPMAIIUU, UX TIEPUOJUIECKOE OOHOBICHUE U
KOHTPOJIb pab0TOCTIOCOOHOCTH;

[TpoBOAUTH MPOBEPKY LETOCTHOCTH MOAYJIEH CPEJICTBA 3AIIUTHI
ot [IMB, HE0OX0UMBIX IJISl €T0 KOPPEKTHOTO

(G YHKIIMOHUPOBAHUS, TIPH €T0 3arPy3Ke C UCIOJIb30BAHUEM
KOHTPOJIbHBIX CYMM;
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OObecneunTh BO3MOXKHOCTh BOCCTAHOBJIEHUS CPECTBA 3AIUTHI OT
IIMB, npenycmarpuBaroias BeIeHue JBYX KOIUM IPOrpaMMHOI0O
CPEZCTB 3alIUTHI, €ro NepHOANYECKOe OOHOBICHHE U KOHTPOJIb
paboTOCIOCOOHOCTH;

Peanu3oBarh MEXaHU3MBbI IPOBEPKH LIEJIOCTHOCTH ITAKETOB
oOHoBIIeHUH cpeacTBa 3amuThl oT [IMB ¢ ucnons3oBanuem
KOHTPOJIBHBIX CYMM;

IIpoBoauts pezepBHOe kKonupoBaHue I1/1H Ha oTuyKIaeMble
HOCUTENU UH(OpMaIH;

B nojcucreMe aHTUBUPYCHOM 3aIIUTHI:

ITpoBoAMTH aBTOMATUYECKYIO IPOBEPKY Ha Hannuue BII nnu
nocneacteuit [IMB npu umnopre B UCIIJIH Bcex nporpaMMHbIX
MoJyJel (IpUKIaJHbIX IPOrpaMM), KOTOPbIE MOTYT COAEP)KaTh
BII, mo ux TUMOBBIM MIA0JIOHAM U C TIOMOIIBIO 3BPUCTUIECKOTO
aHaJIN3a,

PeanuzoBaTh MEXaHU3MBbI aBTOMATHYECKOTO OJIOKMPOBAHUS
oOHapyxeHHbIX BII myTeM ux ynanaeHus u3 mporpaMMHBIX
MOJYJIEH WJIM YHUUTOXKEHUS,

PeryinsipHO BBIOIHATH (IIPU IEPBOM 3aITYCKE CPEICTB 3aTUTHI
[111 ot IIMB u ¢ ycranaBnuBaeMoii epHOJUIHOCTHIO) POBEPKA
Ha npeaMer Hanuuus B Hux BT,

JoikHa nHunuupoBaThes apToMaruueckas npoepka MCII/Ix Ha
npenmet Hanuuus BII npu BesiBnenuu daxra [IMB;

Peanu3oBarh MeEXaHM3M OTKaTa AJi1 yCTaHABIMBAEMOIO YUCIA
onepauunii ynanenus BII u3 onepaTuBHON WJIM HOCTOSIHHOM
NaMATH, U3 NPOrPAMMHBIX MOAYJIEH U MPUKIAJIHBIX IPOrPaMM
WJIM IIPOTPAMMHBIX CPEJCTB, coaepkanmx BIL

JononuurensHo B UCII/IH nomkeH NpoBOAUTHCS HENPEPBIBHBII
aBTOMAaTHUYECKUIl MOHUTOPUHT HH(POPMALIMOHHOTO 0OMEHa ¢
BHEIIIHEH CETHIO C 11ebI0 BeisiBIeHUs BII.

VI

KonTponas orcyrereus H/IB B 110 C31

Jlns mporpaMMHOTo o0GecriedeHusi, UCIOIb3yeMOro MPH 3allinuTe
unpopmanuu B UCITIH (cpencts 3ammutsl nHGopmaruu — C3U, B
TOM YHCJI€ U BCTPOEHHBIX B OOIIECUCTEMHOE U MTPUKIIATHOE
nporpamMmHoe obecnieuenue — [10), nomkeH ObITh 00ecrieueH
COOTBETCTBYIOLINI YPOBEHb KOHTPOJIS OTCYyTCTBUS B HeM HJIB
(He IeKJIapupPOBAaHHBIX BO3MOKHOCTEI).

Vil

O6napy>xenue Bropxkennii B UCI1J{n

OOGHapykeHre BTOPKCHHH TOKHO 00€CTIeunBaThCs MyTeM
ucnoiabs3oBanus B cocrase MCII/IH nporpaMMHBIX WiIn
IIPOrpaMMHO-aINapPaTHBIX CPEJICTB (CUCTEM) OOHAPYKEHUS
BropxkeHuit (COB).

Heo0Oxoanmo 00A3aTeNbHOE UCTIOIB30BAHUE CUCTEMBI
oOHapyXEeHHsI CETEeBhIX aTaK, UCTIOJIb3YIOIINE CUTHATYPHBIE
METOAbBI aHAJIN3a

Heo0Oxoanmo 00a3aTeNbHOE UCTIOIB30BAHUE CUCTEMBI
oOHapyXEeHHsI CETEeBhIX aTaK, UCTIOJIb3YIOIINE CUTHATYPHBIE
METOAbI AaHAIN3a U METOABI BEISBICHUS aHOMAJIUNA

Vil

3amura UCIIIx ot [IDMUH
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st o6paboTku nHGOpMAIHK HEO0X0IMMO ucToyib3oBaTh CBT,
YIOBJIETBOPSIONINE TpeOOBaHUAM cTaHAapTOB Poccuiickoit
®denepanny 1Mo MEKTPOMATHUTHON COBMECTUMOCTH, 110
0€30MaCHOCTH U SPrOHOMUYECKUM TPEOOBAaHUSAM K CPEICTBAM
0TOOpaxkeHus1 HHPOPMAIINH, 10 CAHUTAPHBIM HOpMaM,
IPEIbABISEMBIM K BUJICOAUCIIIEHHBIM TepMuHaiaM [19BM
(manmpumep, 'OCT 29216 91, TOCT P 50948-2001, 'OCT P
50949-2001, TOCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka cootBerctBus UCIIJIH TpeboBanusm 6e3onacHoctH [1][H

[TpoBectu 00s13aTENBbHYIO CePTUDUKALIUIO (ATTECTAINIO) O
TpeOOBaHUAM O€301IaCHOCTH MH(GOPMAITUH;

JlexiiapupoBaTh COOTBETCTBHE WIIH 0053aTEIBHYIO CEPTU(HUKAITUIO
(arrecranuio) mo TpedoBaHUsIM Oe30macHOCTH HHpOpManmH (1o + - -
PELICHHIO OTIepaTopa);

[Tpumeuanue: [ns MHCII[Jn 4-ro kiacca mnepedyeHb Meponpustuil mno 3ammure [1J[H
onpezensercs B 3aBUCUMOCTH OT yuepOa, KOTOpPbIH MOKET ObITh HAHECEH BCIEACTBHE

HECaHKI[MOHMPOBAHHOI'O UJIM HENPEeIHaMepeHHOro nocryna K [1/1H.
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[Tpunoxenue 2.

VYposuu 3ammuienHoctu MCIIIn (CornmacHo HoBomy nocraHoBieHuto IIpaBurensctBa P® ot
01.11.2012 N 1119 «O6 yTBepkIeHHH TpeOOBaHUH K 3aIIUTE MEPCOHATBHBIX AAHHBIX MPH UX

00paboTke B MHPOPMAITMOHHBIX CHCTEMax MEPCOHATBHBIX JIAHHBIX)).

Y31 |¥V32 V33 |V34
Tpeb6oBanus k 3amute [1/IH \ YpoBeHb 3aluiiieHHOCTH

Opranuzanus pexxuMa odecriedeHus 0e30MacHOCTH MMOMEIICHUH, | + + + +
B KOTOPBIX pa3MellieHa HH(pOpMaIMOHHAs CUCTEMA,
HPEIATCTBYIOIIETO BO3MOYXXHOCTH HEKOHTPOJIHUPYEMOTO
POHUKHOBEHHSI WM MPEObIBAHUS B 3TUX MOMEIICHHUSX JIUII, HE
HMCIOIIUX ITpaBa JOCTYIIA B OTH TIOMCHICHUA.

ObecneueHne COXpaHHOCTU HOCUTEJIEH NEePCOHANbHBIX JAHHBIX. | + + + +

YTBepxkaeHue pykopoaureseM oneparopa [IJIH nokymenTa, + + + +
OIIPEICIIAIONICTO IICPEUCHb JIUII, TOCTYI KOTOPBIX K
HEePCOHAIBHBIM JaHHBIM, 00pabaThIBaéMbIM B HH(GOPMALIMOHHOMN
cucTeMe, He0OXOAUM /ISl BBITIOJTHEHUS UMH CITY)KEOHBIX
(TpyAOBBIX) 003aHHOCTEH.

Hcnonp3oBanue cpeicTB 3aUTH HHPOPMALIUH, TPOIICIIINX + + + +
IpOLEelypy OLIEHKH COOTBETCTBUS TPeOOBAHUAM
3akoHonaTenscTBa Poccuiickoit denepanuu B obmactu
oOecrieyeHus 6€30MacCHOCTH HHGOPMALIKH, B cIydae, Korjaa
NPUMEHEHHE TaKUX CPEICTB HEOOXOIUMO ISl HEUTpaIH3auu
aKTyaJbHBIX YIPO3.

Heo6xoauMocTh Ha3HaueHUs JOJHDKHOCTHOTO Juna (paboTHuKa), | +
OTBETCTBEHHOTO 3a obecrieueHre 6e30MacHOCTH MEPCOHATBHBIX
JAHHBIX B MTHPOPMAIIMOHHOM cHUCTEME.

Bo3M0OXHOCTB 10CTYyNA K COJIEPKAHUIO AIEKTPOHHOIO )KypHana | +
COOOIICHN UCKITFOYUTEIHHO JIJIS TOJIKHOCTHBIX JIUT]
(paOOTHHKOB) oniepaTopa WK YIOJHOMOYEHHOTIO JINIA,
KOTOPBIM CBEJICHHUS, COACPIKAIINECS B YKa3aHHOM XKypHaJe,
HEOOXO/IUMBI JJIS1 BBIIIOJTHEHHUS CITY>KE€OHBIX (TPYAOBBIX)
00513aHHOCTEI.

ABTOMaTHYECKasl PETUCTPALMS B DJIEKTPOHHOM XXypHaJle +
0€30I1aCHOCTH U3MEHEHHS IOJTHOMOUYUI COTPYJHHUKA OIlepaTopa
10 TOCTYITY K IEPCOHAJIbHBIM JIaHHBIM, COIEPKALUMCS B
MH(OPMALIMOHHON CUCTEME.

Cosznanue CTpyKTYPHOTO TIOIpa3/IelIeHUs], OTBETCTBEHHOTO 3a +
obecrnieueHre 6e30MaCHOCTH MEPCOHATBHBIX TAHHBIX B
WH()OPMAIMOHHOW CHCTEME, THOO0 BO3JIOKEHNE HA OJTHO U3
CTPYKTYPHBIX TIOJIpa3iesieHnii (yHKINI M0 00eCTIeYeHUI0 TaKOoH
0€30IacCHOCTH.
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